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1 O6 aTOM pyKOoBOACTBE

1.1 BBegeHue

B sTOM pyKoBOACTBE MBI COOpay BCIO HEOOX0IUMYI0 HHpopManuio o AntiVir
Security Management Center (SMC).

JlonoaHUTEeNbHY0 HH(OPMAIUIO U TOMOIIb IpeUiokaT Bam Hat caiit u tex.
MO JIEPIKKA.

Bama xomanna Avira

1.2 CTpyKTypa AaHHOro pykoBOACTBa
310 PYKOBOOCTBO COCTOUT N3 HECKOJIbKUX NaB Nno cneayrnwmnmMm TeMaTukam:

NnhaBa

CopepxaHue

1 O gaHHOM pyKOBOACTBE

CTpyKTypa pyKOBOACTBA, 3HAKM U
CUMBO/bI

2 NHpbopmauusa o npogykre

O630p OCHOBHbIX BO3MOXHOCTEWN

3 YcTtaHoBKa

BaxHas nHopmMaums rno yctaHoOBKe

4 Avira SMC Frontend

O630p Avira SMC

5 Hactpouka

Hactponka Avira SMC

6 YnpaBneHue

Pabota c Avira SMC

7 OBHOBMEHME NPOOYKTOB

MeToabl 0OHOBNEHUS NPOAYKTOB
Avira B SMC

8 PelwleHune npobnem

MeToabl peLleHuns n ycTpaHensd
npo6bnem Avira SMC

9 MNpoaykTbl NogaepxunsaemMole Avira
SMC

MpoaykTbl noanepxunsaemole Avira
SMC

10 CepBuc

Tex. nogaepxka Avira
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1.3 3Hakn n cumBonbl

B 3TOM pyKOBOACTBE UCIIOJNIB3YIOTCS CIEAYIOIINE 3HAKU U CUMBOJIBIL:

CumBon Pacmm¢poska
... CTOUT TIepeJT YCIOBHEM, KOTOPOE JODKHO OBITH
v BBINOJIHEHO TIepe/1 BHIMIOJIHEHUEM OTPEIEIICHHOTO
NEUCTBUA
... CTOHT TIepeJ1 IecTBUEM, KOTOpOe BrI BhImoHsIETE
-
B ... CTOHT TIepeJl pe3yIbTaTOM IPOU3BEACHHOTO ACHCTBUS

... CTOUT IpeJ IpeaynpekaeHUEM 00 OTaCHOCTH
KPUTHYECKON NIOTEPH TAHHBIX WM IOBPEXKACHUSA
arnapaTHOM 4acTu

... CTOUT TIepeJ] COBETOM € 0c000 Ba)KHOU MH(pOpMaLIneH,
Hanpumep, O JOJIbHEUIINX JEHCTBUSAX

® ...CTOUT TIEpe]] COBETOM, KOTOPBIi 00sieryaeT HOHUMaHue 1
l MCII0JIb30BaHNUE KOHCOJIM YIIPaBICHUS

Jis mydmiedl 9uTaeMoCcTH U OJHO3HAYHOTO OO0O3HAUEHUST B TEKCTE HCIONB3YIOTCS CIEAYIONINe
BbIJICTICHHUS:

Beinenenus B Tekcre Pacmmgposka

C:\AntiVirData Wwms daiina u myTh

Br1OpaTh KOMIIOHEHTHI DeMeHThl IPOrpaMMHON 000JI0YKH,
OtmeTuThb BCé TaKue KaK IMyHKTbl MEHIO, 3ar0JIOBKU

OKOH, pa60qI/Ie TIOBCPXHOCTHU B
JHUAJIOT'OBBIX OKHax

http://www.avirus.ru URLs

3HAaKU U CUMBOJIBI — CTP... [IepexpecTHbIE CCBIIIKH B TOKYMEHTE

Setup.exe /remove
KoMmaH[p! 1 pelakTupyemMble TeKCTHI B

daitmax
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1.4 CokpalyeHus

B naHHOM pYKOBOJICTBE MCIIOJIB3YIOTCSI CIAEAYIOLINE COKPAIICHHUS:

Cokpaienue 3HaveHHe

DHCP
Dynamic Host Configuration Protocol (mpotoko:n mmst
JUHaMH4YecKoro pacnpeaenenus IP-agpecos xocty)

GUI . . .
Graphical User Interface (rpaduueckuii monb30BaTebCKU
uHTEpdeiic)

MMC Microsoft Management Console (KOHCOIIb yTpaBIeHHUs
Microsoft)

TCp/P Transmission Control Protocol/Internet Protocol (ipoTokon
koMmyHUKarmu Mmexay [1K)

SFX
Self Extractable program (camopacmakoBbIBAIOIIASICS
IIporpaMma)

SMC AntiVir Security Management Center

SMTP Simple Mail Transfer Protocol (TCP/IP-iporokoin mis
nepeaadn cooOIeHni)

SSL
Secure Socket Layer (anroputm mmdpoBanus)

IUM
Avira Internet Update Manager

MMC
Microsoft Manegement Console

Avira GmbH AntiVir SMC



2. Hdpopmauma o npoaykre

AntiVir Security Management Center (AntiVir SMC) ciyXuT s yJIaJdeHHOU
YCTAHOBKH U YTIpaBJIEHUs MPOAyKTaMu AntiVir B ceTu.

Internet

Windows Windows
Administrator PC MMC SMC - Server
Evant
‘Manager
—
SMC - Frontend =] T® Updata
= = Manager
LAN
MC-Agent
SMC-Age
- =
¢ AVWin — Windows / UNIX
Workstation = = Laptops
Windows / UNIX . = =
Workstation —® ngm —
- EIvar Windows / UNIX
Server
L==r AV Webgate
L& (KX ]

Komnonenmot u cnyswcow
AntiVir SMC cocTouT 13 3 KOMIIOHEHTOB:

e SMC-Server (3 cityx0bl), KOTOpbII paboTaeT Ha LEHTPAIILHOM CEPBEPE B CETH:

- Server
— Event Manager (MeHeKep COOBITHIA)

— Update Manager (MeHemxep OOHOBIICHUH )
U JIB€ MHTETPUPOBaHHbIC 0a3bl JAHHBIX JIJISI XpaHEHHsI MPOAYKTOB AntiVir U yrpaBieHHs

COOBITHSIMH
o Cuyx0b1 SMC-Agent, kotopas paboraetr Ha [1K B ceTn u o6ecnieunBaet cBsizb Mexay SMC-Server u
npoaykramu AntiVir Ha [1K

I'paduueckoro nonszoBarenbckoro uHTepdeiica SMC-Frontend, kotopsiii ycranosieH Ha [TK

[
aJMMHHCTpATOpa U yIpasiseT ciy>k0amu 1 komnoHeHTamu AntiVir SMC

Avira GmbH AntiVir SMC



2.1 Bo3amoxxHOCTH

Avira SMC moxeT ynpasnsaTb 1 KOHTponmpoBaTh Bce 1K B cneymanbHOM OKpYXeHUN
6esonacHocTu Security Environment cetn komnanum (paboune ctaHumm Windows un Linux un
cepBepa). KomnbloTepbl MHTErpUpYHTCA B OKpykeHne 6e3onacHocTn Security Environment B
BMAE HacTpanBaeMon ApPEBOBUAHON CTPYKTYPbl U MEpapXUYECcKUX rpynn.

Haunbonee BaxHble dyHKUnm Avira SMC:

HacTtpowka 6e3onacHOro ceTeBoro OKpy>eHus:

* rpadpnyecKumn Nonb3oBaTeNbCKUA MHTEPdENC ANs HAacTPonkun n ynpasneHna Avira SMC
(BblinoniHeHO B BMAe snap-in ans Microsoft Management Console);

* CkpbiTas yctaHoBka SMC Agents no ceTu;

* YoaneHHasi ycTaHOBKa, HAacCTponKa 1 yaaneHne npoaykrtos Avira Ha BCeX KOMMbOTEpPax ceTw;
* LLleHTparnbHOe XpaHunuLie npoaykToB Avira Ans ceTeBon YCTaHOBKY;

* ynpasneHve nonb3oBartenamun Ans 4obasneHnsa n KOHTPOns nornb3oBaTtenen n nx npas
aocTtyna;

* pe3epBHOE KONMMPOBAHME CepBEPHLIX dansos;

* MCMONb30BaHWe NpoTokona wundposaHna SSL;

» nogaepxka NK ¢ gunamnyecknmm 1P agpecamu (DHCP).

YnpaBneHune npoayktamm Avira no ceTtu:

* LeHTpanu3oBaHHoOe ynpaBneHne JeNCTBUAMUN XapakTePHbIMU A8 KaX4oro npoaykra
(ckaHnpoBaHue, 0BHOBMEHME...) MPY NOMOLLU HacTpanBaeMblX KOMaHA 1 3a4au;

* 06LWm gocTyn K havinam / dhannam nUUeH3ni 1 3anyck yaanéHHo nporpamm us obLuen
anpektopun SMC Server;

* COXpaHeHue 3annaHnpoBaHHbIX 3a4a4y (yCTaHOBKa, HacTpouka, komanapbl) ans NK spemeHHo
HEeOOCTYMHbIX B CETHU.

O6HoBneHne npoaykToB Avira software no cetu:

* LUEHTpann3oBaHHOE aBTOMaTM4eckoe 0bHOBNEHME NOAAEPKNBAEMbBIX MPOrpaMMHbIX NaKeTOB
n komnoHeHToB Avira SMC, ncnonbays Internet Update Manager;

* MOHUTOPWHTI CcTaTyca NpoayKTOB;

* LeHTpann3oBaHHasa komaHaa 0b6HOBNEHMS AN YCTAaHOBMEHHbLIX NPOAYKTOB Avira, npu
nomouwm Internet Update Manager unv nnaHnposLUuka;

* TECTOBbIN PEXMM OOHOBNEHNA OO0 UCMONb30BaHMUs OOHOBMEHUI B CETU.

KoHTponb akTMUBHOCTU NpoAyKToB Avira B ceTu:
* Alert manager vicnonb3yeTcs AN paccbifikv NpeaynpexXaeHnii No ceTn U NIEKTPOHHOM MOYTE;
* HacTpaMBaeMble OTYETbI CETEBbIX NPOAYKTOB Avira;

* LleHTpanun3oBaHHbIN 0630p BCeEX COObITUN M OTYETOB, CO34aBaeMbix NpoaykTamu Avira B
ceTu.

Avira GmbH AntiVir SMC 7



2.2 [puHuUmMn gencreums

I'maBHOE punoxxenne SMC-Server BKIIIOYaeT TPU CIYKOBI ¢ pa3TUIHBIMK (PYHKITUSIMH, KOTOPHIC
coeauHAoTcs pu nomouy mudposanueix SSL TCP/IP-coennneHmid.

Cayx0a Server ynpasiasier HH(popmanuei:
e O KOMITBIOTEPAX, KOTOPHIE BKIIOUEHBI B OKpYx)eHue 6e3onacHoctu AntiVir SMC
e O npoaykrax AntiVir ycTaHOBJIEHHBIX U
e O mporpaMMHBIX Makerax, Xxpansmmxcs B AntiVir SMC.

[Iporpamma ycranoBku npoayktoB AntiVir Ha [1K B ceTn uepe3 AntiVir SMC obpamaercs k
BHYTpEHHEH 0a3e JaHHBIX, B KOTOPOI NMpoayKThl AntiVir XpaHsTCs B BU€ IPOrPaMMHBIX TAKETOB.
[Tpoayxt AntiVir Ha [IK B rpymre 6e30macHOT0 OKpy>KeHHUsI IPUHUMAET IIPU YCTAHOBKE HACTPONKH,
KOTOpBIE YK€ OB OnpeeNieHbl 1j1s JaHou rpymmbsl B SMC.

Cnyx6a Event Manager (MeHemxep coObiThii) moydaeT or SMC-Agent coObITHs (Harmpumep,
COOOIIIEHNE O BUPYCE), COXPAHSICT X B 0a3e JaHHBIX U MPEIOCTABISET UX I OTOOPAKCHHS U CO3TAHHMS
otuera B SMC-Frontend.

Cayx06a Internet Update Manager npoBoauT OOHOBJICHHS IPOTPAMMHBIX ITAKETOB M KOMIIOHEHTOB
AntiVir SMC.

SMC-Agent, xoTopslif ycranosineH Ha [1K B okpyxeHun 6€30MacHOCTH, HaNpaBIsgeT KOMaHIbI, 3aJaHHs
Y HACTPOWKH TiaBHOTO npuiokeHus SMC-Server k mpoaykram AntiVir Ha [IK. SMC-Agent moxer
niepeIaBaTh COOBITHS U COOOIIEeHUs IPoayKToB AntiVir Ha SMC-Server, KOTOpBIH 0TOOpakaeT UX B
SMC-Frontend.

SMC-Frontend — 5TOoT MOAy b peann3oBaH B Buae Snap-In miis Microsoft Management Console
(MMC), naTErpUpYET KOMIIOHEHTHI, CITY OBl U (yHKIMH B rpaduueckuii HHTep(deic u HarIsaHO
MIPEJICTABIISICT BCEO HH(POPMAIIHIO.

Kpowme Toro, B okpyxenun 6e3onacHoct uepe3 SMC-Agents Ha otnensHbIX [IK 1 rpynmax moryT
pa3aaBaThCs M 3aIycKaThes Jro0bie (aitnbl (Tpu HEOOXOAMMOCTH C ITapaMeTpaMu 3aycKa U
KOMaHJaMH), HallpuMep, ClellianbHble BUPYCHBbIE 1e(DUHUIINH, CTICLUAIbHbIC YTUIINTHI yIaIeHUS
BUPYCOB, (pailyibl TULEH3UN U T.1.

Avira GmbH AntiVir SMC 8



2.3 JlnueHsnpoBaHmne

JlunieH3upoBaHUEe BKIIIOYAET JIBA II1ara: MpuoOpeTeHne JIUICH3UN 1 JulieH3upoBanue AntiVir SMC
nocye uHcTansauu. OObIYHO pH NoKynKe MpoaykToB AntiVir u AntiVir SMC Bl nonyyaere daiin
muier3un Ha CD-ROM wnn o Email.

IIpu ycranoske SMC-Agent Ha [IK B ceTu, 1MLieH3Hsl TIOCTOSHHO MPOBEPSAETCS: B CiIydae
npuobpetrenus murieH3nu AntiVir SMC na 500 I1K, To Bbl MokeTe 00beTMHUTH B OKPY)KEHUE
6e3onacHoctu MakcumyM 500 1K, Ha koTopsIx ycTaHOBIeHE SMC-Agent.

JlunensupoBanue Brl nmpoBoaute nocie ycranoBku AntiVir SMC.

IIpoOHbIii pe:kum

Ecnu He poBecTH JIMIIEH3UPOBAHKE, TIPH KAKIOM 3aIyCKe

SMC-Frontend GyaeT mosiBIsATHCS cOOOIEHHE, YTO Mporpamma OyaeT padorats 30 qHeld B mpoOHOM
pexume. B mpoOHOM pexxume MoxHO ynpasisaTh MakcumyM 100 TTK B okpyxeHnn 6e30MmacHOCTH.

2.4 CnctemHble TpeboBaHus

SMC Server:

» OnepaumoHHaga cuctema: Windows 2000 Server, Windows 2003 Server (x32 nnun x64)
* RAM: 128MB

* [lnckoBoe npocTpaHcTBO: 512MB (Bkntovasa Bce NpoayKTbl 1 hannbl 0OHOBMAEHMI)

SMC Frontend:

* OnepaumoHHasa cuctema: Windows 2000 (Workstation nnu Server), Windows XP (x32
unun x64), Windows Vista (x32 nnu x64), Windows 2003 Server (x32 unn x64)

* RAM: 32MB

 [luckoBoe npocTtpaHcTBO: 16MB

SMC Agent:

» OnepaunoHHas cuctema: Windows 2000 (Workstation nnun Server), Windows XP (x32
nnun x64), Windows Vista (x32 nnu x64), Windows 2003 Server (x32 nnn x64),

Linux (glibc22)

* RAM: 32MB

 [luckoBoe npocTtpaHcTBo: 16MB

Avira GmbH AntiVir SMC 9



3 YcTtaHoBKa

3.1 Yto HeobXxoanmMo 3HaTb Nepen ycTaHOBKOW

Ilepen ycTranoBKOM

1

umeemcsi, 00IAHCHBL ObIMb OMKPBIMbL Cledyiowue nopmul 05 céazu ¢ SMC-Server:

7000
7001

1

SHMC-5erver network configuration
Specify the netwark, zettings of the SMC-Server.

O6p1yHO AntiVir SMC co ciyx0aMu ycTaHaBITUBAETCS HA LIEHTPATLHOM CEPBEPE CETH, a
MOJIb30BaTebCKUH Tpaduueckuii uaTepdeiic SMC-Frontend va omaom u3 1K B ceTr, KOTOPBIiA
UCTIONB3YeTCs aMUHUCTpaTopoM. O0a KOMIIaHEHTa MOTYT OBITh yCTaHOBJICHBI Ha ofuH [1K.

Tax kak ciy>k0bI 1 KOMIOHEHTHI Tporpammbl AntiVir SMC s cBsizu ucnonbssytot [P-agpeca
OIIpE/ICTICHHBIC OTKPHITHIE TIOPTHI, TO MPU HHCTAJUISIIMHA OHU ITPOYUTHIBAIOTCS M OTOOPaXKaIOTCs B
JIMAJIOTOBOM OKHE.

Avira Security Management Center Server - InstallShield Wizard

&AntiVir

—SMC

Metwork, interface: I 10.2101.3

E2

Frontend port synchron: I?‘EIEIEI

Event Manager port; !T-"EH I}

[T Create SMC Agent network share

Frontend port agynchron: l?'EIEH

Agent part; i?I:ISEI

M etwark, zhare name; I'SME_ Agent

— Intemet Update kM anager

Server pork spnchron: I?‘EIEEI

Hitp zerver port; lBEI

Server part agynchron: I?‘I]51

Hitp server test part; I?‘I ]

< Back

Canicel |

Ecau Bvr ycmanasnusaeme SMC-Frontend na IIK ene cemu, mo 6 FireWall, ecnu maxosoii

Ecnu 6 Baweii cemu IP-adpeca gvioenstomces ounamuvecku (DHCP), mbl pexomendyem npu
ycmanogkeemecmo akmyanvHo2o 1P-adpeca ykazvieams ums xocma cepsepa.
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[ITaru mo ycTaHoBKe:

ycranoBka SMC-Server
yctanoBka SMC-Frontend

Avira GmbH AntiVir SMC
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3.2 BbinonHeHne ycTaHOBKM

3.2.1 YctaHoBka SMC-Server

Ha CEpPBCPEC UMCIOTCA IIpaBa aAMUHUCTPATOPA

HomkHbl 6bITb OTKPLITEI MOPTbl SMC Server n oHM He OOMKHbI NCMONb30BaTbLCS
apyrumu nporpammamu: 7000, 7001, 7020, 7021, 7030, 7050, 7051, 7100.

» Bcraeper AntiVir-CD-ROM B CD-nipuBoa Ha cumBosi CD-ROM-nipuBoia

— WK —

3arpy3ute aktyaiabHyto Bepcuto AntiVir SMC c caiita AntiVir (http:/www.avira.com) u

pacnakyiite ZIP-(aiin B TOKanbHYIO MaIkKy.

» JIBaxnbl kukHUTe HA AntiVir-CD-ROM wuinu B JI0KaiabHOM marnke, rie pacrnakoBaH ZIP-
apXHUB CaMOPACIIaKOBBIBAIOIITUICS (haii
AntiVir_Security Management Center Server en.exe.

> [losiBUTCS AMAIOrOBOE OKHO PACIAKOBKH YCTAHOBOYHBIX (DAiiJIOB U 3aITyCKa YCTAHOBKH.
» Kmukaute «[IpuHATHY.

> VYcranoBounblie daiiasl OyayT pacrnakoBaHbl. [losBuTcs auanoroBoe okHo InstallShield
Wizard.

» ITloareepnute Jdanee.

>  TIosABHUTCS OKHO JULIEH3UOHHOI'O COTJIAIICHHUS.
» Ormetbte onmuto S corsiacen u noarsepaute Janee.
>  TlosiButcs auanoroBoe okHO KarTajior ycTaHOBKH.

» Ilpu HE0OX0AMMOCTH BBIOEPHUTE APYTOM KaTaJor YCTAaHOBKU H
noarsepaute Jlasee.

> OTkpoeTcs quasoroBoe OKHO It HacTpoiiku IP-aapeca u mopToB
cepaepa.

» OtmeTbTe pu HeoOXxoauMocTH omuio Network interface (cereBoit uarepdeiic) u
noarBepanTe kHonkou danee

>  TlosBUTCA OUAIOTOBOE OKHO IS BBOJA MTOJIB30BATEIbCKUX JAHHBIX.

» Baenute uMs MOJIb30BaATEIIS JTOKAJILHOW YISTHOM 3alMCH aIMUHUCTpATOPa HITH
aMMHHCTpaTOpa JOMEHA U naposb Uit Bxoaa Ha 3ToM 11K u noareepaute Jdanee.
> [lporpamma rotoBa gns YyCTaHOBKU.
» KnukHute Install.
>  ['maBHOe npunoxeHne SMC Server, cnyxbbl 1 6a3a gaHHbIX OyayT YyCTaHOBMEHDI.
[MosiBUTCA AnanoroBoe OKHO 3aBepLUEHUsT YCTaHOBKM.
» KnukHute Finish (3aBepwnTb).

>  SMC Server yctaHoBneH. Cnyx6bl Server, Event Manager
n Internet Update Manager 3anyckatoTca Ha cepBepe.
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3.2.2 YcTtaHoBka SMC-Frontend

v' HeoOxoauMbl ipaBa aIMHHUCTPATOpa

v' [omkHbl ObITb OTKPbITEI NopTbl SMC Server n OHM He [OOSMKHbI MCMONb30BaATLCSA
apyrmmm nporpammamu: 7000, 7001, 7020, 7021, 7030, 7050, 7051, 7100

»  JIBakIbI KIMKHATE HA CAMOPACITAKOBBIBAIOMIUICS (haiil, KOTOPBINA pacioioxeH Ha AntiVir-
CD-ROM wunu B OKaibHOM mamnke, Kyaa Obl1 pacnakoBaH ZIP-apxus:
AntiVir_Security_Management_Center_Server_en.exe.

> TlosiBUTCS 1MATOrOBOE OKHO PACIIAaKOBKH YCTAHOBOYHBIX (DAHJIOB U 3aIlyCKa YCTAHOBKU
»  Kiukaute [IpuHATH

= VYcranoBounsle Qaiiibl OyayT pacnakoBaHbl. [losButcs quanoroBoe okHo InstallShield
Wizard.

» TlonrBepaute Jlasee.

= OTKpOETCSI OKHO JIMIIEH3UOHHOTO COTJIANICHHS

»  Ormertste onmuto S corsacen u moarBepaute Jasee

> OTKpOETCS TUATOrOBOE OKHO C YKa3aHHUEM ITyTH YCTaHOBKH

»  Ecau HeoOXoauMo, BEIOEpUTE IPYToi IyTh YCTAaHOBKHU 1 oaTBepaute Jlasee
> OTKpOETCs TUaTOrOBOE OKHO 3aBEPILICHUS YCTAHOBKU

»  Tloareepaute I'oToBO

> SMC-Frontend ycranosnen. B menro ITYCK Windows co3manHa mporpaMMmHasi rpyrina
Antivir Security Management Center
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4 MNMporpammHas obonoyka AntiVir SMC

Cnyx06b1 1 komMnoHeHTsl AntiVir SMC ymnpaisitoTcss mpu momoinu rpadudeckoit o6onoukn SMC-
Frontend, kotopas caenana B Buae Snap-In s MMC.

l. Buo, cmpoenue u cmpyxmypa menio MMC mocym paznuuamscsi 6 3a8UCUMOCU OM
onepayuonuou cucmemol. Cnedyrowue oannvle ochosanwvl Ha MMC 1.2, sepcuu 5.0 ona OC MS Windows

2000 Professional.

@
1 [Mpu HasedeHuUU yka3amersieM Mbiwu Ha nosisd eeoda SMC, Bbi ygudume nodckasKky

JKerimoeo ysema.
B »T0}li riaBe oIMHUCHIBAIOTCS TOIBKO cOOCTBEHHBIE 31eMeHTH SMC-Frontend.

»  JlonmomauTensHyto nHpopmanuto 0 MMC u pyunom noakimodernu Snap-In Ber Haiinere B
pyxoBoactse k Bameit OC nim B Online-momory.
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4.1 3anyck SMC-Frontend n pernctpaumnsa Ha SMC-Server

3anyck SMC-Frontend

»  Bribepute B menro Windows-myck Ilyck/Bee mporpammer/AntiVir Security Management

Center/Management Center.
5 [MosieBurcs MMC ¢ AntiVir SMC. Bbl BuauTe BOOJACTH HAaBHUTAIUU CETEBBIC Y3JIbI JepeBa
KoHcou ¥ BctpoeHHbI SMC-Frontend (AntiVir Security Management Center Frontend).

File  Action  Wew  Wwindow  Help

o |mB e

" Console Root [_ O
) i)y : | MMarme: I

ankivin® Security Management Center Fronten % AnkivirE Security Management Ce. ..

L4 |

IMoakarouenune k SMC-Server
[ ]

1 Mb1 pexomeHOyem usmerums naoib nocie 6xooa Ha SMC-Server nocie nepeoti ycmanosxu
(cm. Hacmpoiika pecucmpayuu 6 cemu u na SMC-Server).

»  Knukaunte Ha 3aknanky AntiVir Security Management Center Frontend.
> SMC-Frontend ycranasiuaeT coenunerne ¢ SMC-Server. [TossBUTCS THATOr0OBOE OKHO BXO/Ia.

R ~ |

Do ol wank to connect bo a local oF remate server?

—always conneck ko

Login: I Adminiskrator

Password: I #

' Local Computer

£ Remote compuker Browse

il

Sekkings

ik, I Cancel |

»  OTMeThbTe B 3aBHCUMOCTH OT TOTO, KyJa Obu1 ycTanoBineH SMC-Server, JTIOKaIbHBIH
KOMITBIOTEP UJIM KOMIBIOTEP B CETH U BbIOEpUTE MPU HEOOXOAMMOCTH Iy oMoy Browse

(O030p) cepsep.
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Lns nepesozo exoda, sgedume Administrator Os17 username n a ana nons
password nodmeepdume OK.
Mbi pekomeHOyem rocrie ycmaHo8KU cMeHUmb rnaposib 05151 SMC

Ecau nns I/IHTepHeT—CoeI[I/IHeHI/IH cetu Brl HCIOJIB3YCTEC P roxy U Npu UHCTAJUIALUNA U3MCHUIIU ITOPTHI:

»  Kuiukaute Settings (HacTpoiiku)

-I Login settings E

Communication setkings | 531 Configurstion |

—Proxy Server

¥ Use Proxy

Please supply the address of the proxy server and, if
neeced, necessary login information:

Address: I |

1 | Laogin I

Passward: I

—Port configuration

o Two parks are necessary ko conneck 2o the server, Keep in
mind that the server must be configred ko use the same
bwao potks,

Sync Pork: I Foao
fNeync Pork: I Foo1

K I Cancel | apply

» Buibepure Use proxy v onpegenute agpec u noptsl. KnukHute OK

» Ilpn HeoOXoaMMOCTH OTMEThTE OILMIO HCIIONb30BaHHS Proxy, BBemuTe HEOOXOIMMBIC
nanublie ¥ noareepaute OK.
»  Ilpu nepBoii perucrpanuu BBeaute uMs Administrator u napois a u noareepaure OK.

= SMC-Frontend ycranaBiuBaeT coenunenne ¢ SMC-Server.
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Tm avmc - [Console Root: Anti¥ir® Security Management Center Frontend]

[%] File  Ackion Wiew Window  Help | =
(i | |2
[ Console Foot |@ Software Repositoy
E% AnkivirE Security Management Center Fronten ﬂ;Security Enviranment
@ Software Repositary B Metwork neighbortood
;Eg Security Environment ad Events % Reportsi
B nietwork neighborhood |¥ Configurations A, User Management

---\. Reports
=¥ Configurations

3P Event Manager
-BE Update Manager
P L BE alert Manager
LM Lser Management

al | 2]

Omnoka? Her aunensuun?
HpOBeI[I/ITe J'II/IIIGHSI/IPOBaHI/Ie nu BOfI]II/ITG mon HpaBI/IJ'IBHI)IM naponeM.
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4.2 JlnueHsnpoBaHue AntiVir SMC

\ YcTaHOBMEHO riTaBHOE npuioxenne SMC-Server u rpapudeckyto o6onouky SMC-Frontend (cm.
YCTaHOBKa)
\ Vimeercst (i1 THIEH3HH (COXPAHEH JIOKATBHO)
\ Bamycrure SMC-Frontend Boiimmre Ha SMC-Server (SMC-Frontend 3aryck u BxoJ1 Ha
SMC-Server).
[osiBurcst MMC ¢ uaTerpupoBaHHbIM AntiVir. Bel yBUIUTE Y3161 CETH JIepeBa KOHCOJIH C
y3namu AntiVir Security Management Center.

» Kunuknaute npaBoii kHomkoit Ha AntiVir Security Management Center u BeiOepuTe
JULIEH3HUA .

= TlosBHUTCS TUAIOTOBOE OKHO JIMLIEH3HS, B KOTOPOM II0JI€ CTaTyC OyAeT BBIICICHO

KpaCHBIM IBETOM.

—License user

Mane: | Irvalid license

Cancel

s

Company': | Invalid license

E-Mail; | Invalid license

—Dates

License begin:

Expiration:

Issue:

Skakus

License bvpe:

fgent count: | ]

» Kumukuaure nmone «Hosast muuensus» New License u BBenute myTh K (aily TUICH3UN.
» OrtMmertsbTe (aiin muuensuu (Hanpumep, hbedv_sme.key) n
noarsepaute OK.
®aiin nunen3un oyaet npouteH. [10SBUTCS TMaIOroBOE OKHO C aKTyalbHBIMH JTAHHBIMH JIUIICH3HU:

i~ License Infarmation

——
Licenses: | S —
=== —— Cancel
Serial number: | Ea——_————
yalid unkil: | 31-Dec-07 0:00;00 Mew license

Agent count: | a0

Skatus; | Yalid

JInneH3upoBaHue 3aBEPIICHO.
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4.3 MNMonb3oBaTtenbcknn nutepdenc SMC Frontend

Mcnonbayss SMC Frontend, Bbl MmOXeTe HacTpoUTb U yNpaBnAaTb CreayrowmMmmn MOaynsMu:
- SMC Server n ero cnyxbamu

- SMC Agent B okpyxeHumn 6e3onacHoctn Security Environment

- npogyktamu Avira B Software Repository

- npogyktamm Avira Ha K, koTopble BKrtoYeHbl B Security Environment.

Mocne nonHon yctaHoBkn Avira SMC, Bbl 4OMKHbI YBUAETb FNMaBHOE OKHO.

Avira SMC ynpaernsiem rosnib3o8amesisiMu ¢ pa3/iudHbIMU rpagamu docmyria.
[Moamomy dns onpedeneHHbIX nonb3oeamenel SMC Frontend moxem omobpaxamb
O2paHU4YeHHyr UHopmMayuro.

4 Avira Security Management Center E|E]@
@ File  Action  MWew  Window  Help ;Iil J
«» B@m e AR 8 [ x

[2] Awira Security Management Center Product name Produck state ... | Status details

& @ &wira Security Management Center Fronkend 'EE.ﬁ.vira SMC Agent ok

# @ Software Repository
= ;EI; Security Environment
B 'ﬁ; group 1

: 2y heskl

P [ 2 server

- B testz
- B Mebwork neighborbood
¥ Events
%, Reports
5 ¥ Configurations
W User Management
M @ Internet Update Manager

SMC Frontend coctouT 13 gByx YacTteun: AepeBo KoHconu Console tree (NeBoe OKHO) 1 NaHenu
n naHenu nHgopmaumm Details panel (npaBoe OkHO). [laHHble, KOTOPbIE MOXHO pa3BEPHYTb
oToGpaXkaloTcs B BUAE y3roB; HanpuMep,: y3en cobbitusa the Events, rpynna komnboTepoB
"group 1" n T.4.

Bbl MOXeTe n3aMeHUTb BMA NaHenu nHgopmaumm (CoagepxaHme, KOSIOHKN 1 NX Nopsaok),
ncnonb3ya meHto Bug View. NameHeHnsa 6yayT NpUMHATBLI U OCTalnbHbIMK rpynnamu. Hactponkm
coaepxumoro (Hanpumep, cobbiTuii Events) coxpaHsatoTcs, HO HE NOPSLOK KONOHOK.

JepeBo kKoHCOIH

Hepeso koHcomu AntiVir Security Management Center Frontend comepxut cienyromue y3ibl:

Software
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Repository (mporpaMmMHbIe AKeTHI)
LlentpanpHas 6a3za manabIx SMC-Server Uit XpaHeHUs! TPOTyKTOB AntiVir.

Security
Environment (6e3onacHoe okpy:keHue/0Kpy:KeHHe 0€30I1aACHOCTH)
CBoOomHO KOHUTYpHpyeMasi, HepapXudeckas CTPYKTypa TaK HA3bIBAEMBIX BHPTYaIbHBIX TPYII C
BKitoueHHbIMU B HUX [IK. I'pynmsl oTpaxkaroT cTpyKTypy NpEeANpPUATHS WIA TPYIIIbI MOJb30BaTeNIeH B
CEeTH, HE TOJBKO (PU3MUYECKYIO CTPYKTYPY CETH.
BuyTpu oxpyxenus 0ezonacHoctu Security Environment nosiBIsitoTCs CleIyIONINE y3JbI C
nanpHeue napopmanmei:

e y31bl rpynn co BceMu [IK, KOTOpbIe BKIKOYEHBI B 3Ty TPYIIILY

e y3ibI [IK u HOBBIE 1K ¢ mOmOMHUTETEHBIMY y371aMU, OTHOCSAITUMUCS K TPpOoAyKTaM AntiVir u k
SMC-Agent

Network
Neighborhood (ceTeBoe okpy:keHue)

Pa6oune rpynms u [1K B cereBom okpyxennn Windows. [1K B ceTu moryT oToOpakaTbcs ¢
MMEHAMHU U JI0NIOIHUTENBHO ¢ [P-anpecamu.

Events (co0bITHS)
OTtoOpaxkenue coObITHH crenepupoBaHHBIX [IK, KOTOpBIE MOTYT OBITH OTCOPTHPOBAHBI (PHITETPOM

Reports (oTueTnI)
[TpocMoTp 11126JI0HOB OTYETOB M OTYETOB, KOTOphIe TeHepupyrores I1K.

Configurations (HacTpoiikn)
Kondurypanumonnsie nuanoru ciayx6 AntiVir SMC.

User
Management (ynpapjeHHe N0JIb30BaTeJIAMH)
OtobOpakeHre ynpaBisIeMbIX MOJIB30BATEICH

Internet | CtaTyc 06HOBMNEHMS yCTaHOBMEHHbIX NpoaykToB Avira AntiVir, ynpaBnsembix npu

Update | nopoum IUM, Bknovas komnoHeHTsl SMC
Manager

IManens nngpopmanum

[MaHenb nHopMaUUKn coaepXnT ganbHenLWwy NHopMaunio 4na BblOpaHHbIX Y3M0B.
Bbibepute Bug View> Gonblune/ManeHbkue 3Havku ans oTobpaxeHns ManeHbKUX U KpymnHbIX
3HA4YKOB KOMMNbLIOTEPOB, NPOAYKTOB, 3a4a4y nUnm cobbITUN.

Bbibepute Bug View > tabnuua> gns otobpaxeHuns Hopmauum B Buae Tabnuubi

Wcnonbays onuuio Add/Remove Columns 13 MeHI0 BuUA, Bbl MOXETE HACTPOUTb BUA MaHenmu
nHpopmauun. Bel Takke MoxeTe OTCOPTUPOBATL TabNULY KIMKHYB 3aroflOBOK KOSTOHKW.

Software
Repository (mporpaMmHble NaKeThl)

Nudopmanms 0 coxpaHEHHBIX MPOrpaMMHBIX TNakeTax: ums, ¢aitn Setup, daiin nabopmammu u Qaiin
JULICH3UU.

Security
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Environment (oxpy:xeHue 0e30nacHOCTH/0e30IIaCHOE OKPYKEHHE)
JonomuaurensHas nadopmaius o craryce rpymm win [1K.

Y3nbi Ha ypoBHe rpynn (Hanpumep, oTaensl), otobpaxaetca nmbo nHgpopmaums o
epynn nogrpynnax, nméo o lNK: nmeHa NpoayKTOB N MKOHKK CTaTyca, Bepcus, cTaTyc,
onepauuoHHasa cMctemMa, AOCTYMNHOCTb areHTa.

Y3en B 3aBrcMMOCTU OT BbIGpaHHOro MeHto BUA, oTobpaxaeTcs cneayowas

komneromep/Hoenbll  vHdpopmaumsa ana kaxaoro MK:
KoMnbromep

e ¥ Product status (craryc npoaykra):
OtobpakeHre Ha3BaHUH MPOTYKTOB U UKOHOK CTaTyca, COCTOSHUS U TMTOAPOOHOM nHpOpMauu

e %2 Product version (Bepcust MPOAYKTA):
OTto0pakeHue Ha3BaHUH MPOTYKTOB M BEPCHIA POITYKTa

e *4 Events (coObITHS):
OTtob6paxxeHue coObITUI, KOTOpPBIE OBUIN CreHepUpPOBaHbI MPOIyKTaMu AntiVir

e @& Tasks (3arutanupoBaHHbIC 3aJaHHS):

OTobOpakeHre 3amIaHuPOBAHHBIX 3a/IaHHI, KOTOPBIE BBHITTOTHAIOTCS poaykTamu AntiVir Ha 1K
L . . v

. Pending operations (oxxunaroriyie 1eicTBus):

OTtoOpakeHune 3alUTaHUPOBAHHBIX 33/1a4, KOTOPhIE Ha OHOM K Heckonbkux [1K ere He Mmormm

OBITH BBITIOTHEHBI, Tak Kak [IK He Ob11 mocTyneH B cetu (offline).

o & Error messages (cooOiieHus 00 onmokax):
OTtoOpakeHue ommnoOOK (C JaHHBIMM UMEHHU IPOAYKTa U CTaTyca OUIMOKH), IpoAyKTOB AntiVir

Events (CoObITHS)

JlononuurensHas uHGOpMaIus 0ToOpakaeMbIx cOOBITUN. K crTUCKY COOBITHII MOXKHO MPUMEHSITh
GUIBTP, IS TOTO YTOOBI TCJICHAIIPABIIEHHOM OTOOPaKAINCh ONPE/ICIICHHBIC COOBITHS, HAIPUMED,
KPUTHYeCKOT YPOBHS WM TUMA (pailsi-BUpYyC.

Reports (0TYETHI)
JononuuTensHas nHGOpMAIUs K HACTPAaUBAEMbIM IIA0JIOHAM OTYETOB U YK€ TOTOBBIM OTYETaM

Configurations (HacTpoiikn)

JI1st maHHOTO IMyHKTa HE 0TOOpa)kaeTcsl AOTOMHUTEIbHON nHpopmaruu. [Tpu memdke Ha y3emn
OTKPBIBAETCA AUAIOrOBO€ OKHO Configurations (HacTpoiikm)

(cm. Hactpoiika city:x0 AntiVir).

User

Management (ynpasjeHue moJb30BaTeJIieM)

JomonHuTenbHas HHGOPMALIKS O MOJIb30BATEIIAX: UMsI, TOJHOE UMS, OIICAHUE, aJIPeC JICKTPOHHOM MOUTHI U
nata nocaeanero sxona B SMC Frontend

Internet  CtaTyc OOGHOBMEHMSA BCeEX NPOrpaMMHbIX MaKeTOB, BKITHOYAA KOMMOHEHTbI: UMS
Update  npopykTa u BpeMmsi nocrnegHero o6HoBnexus:. MNpu 3anycke B TECTOBOM peXuMe, B

Manager |nternet Update Manager umeetcs aga y3na: paspeluéHHble daiinsl Approved files

n TectoBble hansbl Test files.
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5 Hactponka
5.1 O630op

Hacrpoiika rimaBaoro npuioxenuss SMC-Server u ¢iy»k0 MpOU3BOAATCS TIPH TOMOIIHU TpaduIecKon
o6onoukun SMC-Frontend. ITocne nepBoii ycCTaHOBKH MBI peKOMEHAYEM MPOU3BECTH CIECAYIOIINE Iaru:

e Hacrpoiika peructpanuu B cetu 1 Ha SMC-Server
e VYcraHOBKa 0€30MaCHOTO OKPYKEHUS
e VYcranoBka SMC-areHToB B 6€30M1aCHOM OKPY>KEHUHU
[Tpu HEOOXOAUMOCTH MOKHO HACTPOUTH CcIy:KObl SMC-Server:
e Hacrpoiika cayx6 AntiVir SMC
Kpowme Toro, y Bac ectb Bo3moxkHOCTh yao0HOTO 0O0HOBNeHUs AntiVir SMC vepe3 MuTepHeT, ecnu
JOCTYITHBI OOHOBJICHUSI.
e Oo6nosnenne AntiVir SMC
e (Cosznmanue 3a1auu nepuoandeckoro ooHosienus SMC-Server
e [IpocMoTp u penakTupoBanue 3amanus mo ooHosmenno SMC-Server
VYmpasnenue noaszoBatesiMu SMC MOXHO HACTPOUTH, YCTAaHABIMBAS JOCTYI U MpaBa MOJIb30BaTeeH
e VmpaBieHHE MOJIb30BATEIIMU

3amyck SMC-Frontend

»  3amyctute SMC-Frontend u Bouaure B SMC-Server (cm. 3anyck SMC-Frontend u
Bxoa Ha SMC-Server).
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5.2 HacTtpounka Bxoga B ceTb 1 Ha SMC-Server

Bxoa MOXHO HacTpOHTh Tak, yToObI 3TOT mpouecce npu 3amycke [IK u SMC-Frontend Gb11 MakcuManbHO
IPOCTBIM.
&

1 Tlocne nepsoii ycmanosku Mol pekomenoyem usmeHums napoas ons 6xooa SMC-Frontend na
SMC-Server.
V¥ Bac ects ciieyronme BO3MOXHOCTH HACTPOMKH:

e VYKka3zaTh YYETHYIO 3alHCh aJMHUHHUCTpATOpa (UM aIMUHUCTPATOpA JOMEHA) JIJIsl BXO/a B CETh.
310 MOXKET OBITh MOJIE3HBIM, eciu 171 Bxoza B [IK u B ceTh ucnomnb3yere pa3Hble yUETHbIE
3aIHCH.

° COXpaHI/ITL M4 [TOJb30BATECIIA AJIA BX0OJa B CETh AJIA I[aHHOf/'I CECCHUU UIIHU ITOCTOSAHHO. Haponb
AJI1 BXOo4a B CETh HC COXPAHACTCA.

e (CoxpaHHUTh M UBMEHUTH Napodib 115 Bxoga B SMC-Server. [Ipu nepBom BXoje yCTaHOBJIEH
naposib a.

Kpome Toro, Bel MoxeTe co3aTh MMOJIb30BaTENS U YIPABIATh UM, yCTaHABINBATh, U3MEHATH U YJIANIATh
npaBa MoJIb30BaTEN, M TAKUM 00pa3oM yIpaBisATh BXOJOM MHojb3oBarens Ha SMC-Server (cM.
yIpaBJIEHUE M0JIb30BATEIISIMU).

Hactpoiika Bxona

»  Knukante npaBoii KHOMIKOW MBI Ha y3en AntiVir Security Management Center
Frontend u BeiOepuTe HacTpoiku (settings)

> OTkpoeTCs TMaIoroBOe OKHO HACTPOCK (settings).

Settings [ |

Administrator Account |ngm |

~Login

Please specify the account to be used ko access the compubers in
wour network (Administrator privileges are required)

Username: I
Password: I

€ Us the server's current account

[ Save
[ &ll settings during the current session

™ always save settings {excert Password)

Beegute Tpebyemyto nHpopmaumo B nonax 3aknagkm Administrator Account u coxpaHute
nx. Bbl moxeTte BbibpaTtb onuuto "Use the server's current account" (nMcnonb3oBaTb
TEeKyLLYH YYETHYIK 3annucb cepsepa), B clyyae, ecnv ogHa agMUHUCTPATUBHASA YYETHas
3anncb ucnonbayeTcs Ana 6onbUMHCTBA KOMMNBbIOTEPOB B ceTU. B cnyyae nogknioveHns K
APYrMM  KITMEHTCKMM KOMMbloTepam (Hanpumep, Linux) 4epe3d SSH, Bbl mMoxeTe
akTusBupoBaTb onumio "Use SSH public/ private key authentication" n onpegenuntb
KritoueBon dhann, ncnosib3ysa KHorky [...].

Ha 3axnaake Login nsmenure napois s sxoga Ha SMC-Server u noarsepaute kaonkoi OK.
> JlaHHBIC OYIyT COXpaHCHBI
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5.3 YcTaHoBKa OKpy>XeHust 6e3onacHoCTH

B okpyxenun 6e3onacHoctr nporpamme AntiVir SMC TpeOyroTcst Tak Ha3bIBaeMbIe
BUpTyanbHble rpynnsl [1K, ais Toro, 4To NpoBOIUTH YCTaHOBKY, HACTPOUKY U
KOHTpOJIb. Tonbko [1K, BKITtOUeHHBIE B 0€301IaCHOE OKPYKECHUE, MOTYT YIPABJIATHCS

npu oMoty AntiVir SMC.

V311 OKpY:KeHHs 0€30MaCHOCTH

B oxpy:xenun 6ezonacHocty Brl BeicTpanBaeTe Baiy ceTh B nepapXu4eckoil CTpyKType TaKuM
00pa3zoM, 94TOOBI 3Ta CTPYKTYpa COOTBETCTBOBAIA TPEOOBAHUSIM €IMHON YCTAHOBKU M HACTPOUKH

npoaykToB AntiVir ma Bammx K.

st aToro Bel cozmaere B y3ie 0€30MacHOr0 OKPYKEHHUS TaK HAa3bIBAE€MbIE BUPTYAJIbHBIC TPYIIIBL, B
KOTOPBIX 0TOOpaXKaroTCsl pa3IuyHbIe TPYIIbI MosIb30BaTeneil Bameii cetu, k mpumepy, rpymnms! [TK
oTJela NpoJaXk WK MapkeTuHra, uiau rpynmnsl [IK ¢ onpenesneHHpIMU HHCTAIUISIIMAMU/HACTPORKaMuU

(Hampumep, TPOAYKTHI Ha aHIJIMHCKOM SI3BIKE).

['pynmbl MOKHO Tak:ke MOKHO JIeaTh BIOKEHHBIMH. OTIeNbHbIE TPYIIIBI K HECKOJIBKO TPYIII MOKHO
B JII000€ BpeMsl IEPEMECTUTD B JPYTYI0 IPYIILY U MpU 3TOM nepenoadyuHuTs. Mena, ¢ kotopbivu 11K u

IpyMIIbl 0TOOpakaroTcsi B 0€30IaCHOM OKPYKEHUH MO>KHO BBIOMPATh IPOU3BOJIBHO.
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Cmamyc okpyxcenus bezonacnocmu
Korna SMC-Frontend 3amymen, cratyc IIK u rpynm oroOpaxkaercs B BUjie UKOHOK B
3aBUCHUMOCTH OT 3apETrUCTPUPOBAHHON YUETHOW 3aIUCH:

¥ (monutop 3enensii, crpenka senenas) I1K samymen, SMC-Agent yCTaHOBIIEH | 3aITyILEH,
BO3MOYKEH ITOJIHBIN JOCTYII.

") (MoHuTOp TONMYyOOH, cTpenka kpacHas) [1K 3amymen, SMC-Agent He yCTaHOBIICH.

(MoHMTOp TONTyOOH, cTpenka opamxkesas) [IK 3amymen, SMC-Agent ycTaHoBIIeH, HO
JOCTYIT HEBO3MOKEH.

(MOHUTOp TEMHBIH, cTpenka opankesasi) 11K Beikitouen niu He B cetr, SMC-Agent
YCTaHOBJIEH, JOCTYII HEBO3MOKEH.

D

(MOHHTOpP TEeMHBIN, cTpenka kpacHas) [1K BeikroueH wim He B ceTn

(MOHUTOp TEMHBIN/TOTYOOM, CTpEIKa OpaHKXeBasi, KPACHBIM MapKep clieBa OT MOHHTOPA)
oxxuaawlee aeiicreue (komanaa wim 3agada SMC) coxpaHeHo, Tak KaK KOMIBIOTEP BBIKIIIOUEH, HE B
cetu Wi Het goctyna k SMC-Agent. [leiictBue OyneT BnonHeHo, Kak Toibko [1K Oyzaer noctynex B
0e301acHOM OKPYIKEHHHU.

E 1K win rpynna emé He ayreHTuuponana. AntiVir SMC nbiTaeTcs yCTaHOBUTh
COEIIMHEHHUE.

[+

E Arent ycranosiieH Ha [1K.

Ommmo6ka B [1K wmm rpymre.

[IporpaMMHBIil makeT B 0a3e JaHHBIX, HET JINLEH3UH.

[IporpaMMHBIil makeT B 0a3e JaHHBIX, €CTh JINLEH3HUS.

% [IporpamMmusIii naket yctaHosieH Ha [IK.
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Co3nanne BUPTYAJbHBIX TPyNN

»  KimkHuTe B 007aCTH HABHTAIIMK TIPABOW KHOMKOW MBIIIH Ha y3el Security Environment
(Okpy>xenue 6e3omacHocTH) U BeIOepuTe New/Group (HOBasi/rpymmna).
b Otkpoercst muanoropoe okHO Create new group (co3aarh HOBYIO TPYIIILY).

»  Bsenure ums u moareepautre OK.

— B o6nactu HaBuranuu nop y3nom Security Environment (OxpyxeHne 6e30MacHOCTH) TOSBUTCS
HOBas CO3/IaHHasl rpymmna

Bb10op oroOpa:xxenuss umenu IIK/ IP-agpeca

Pexxum orobpakeHne BEIOMPAETCS] OJHOBPEMEHHO ISl CETEBOTO OKPYKEHHUS U OKPYIKCHHUS
0€30I1aCHOCTH

»  Kiukaute B 0011aCTH HABUTALUK MIPABOW KHOIIKOW MBIIIU Ha Y3€JI CETEBOTO OKPYKCHHUSL.

> B KOHTEKCTHOM MEHIO KJIIMKHHTE JIeBOi KHOMKOM Mbln Display IP Addresses (oToOpakaTh
IP-anpeca).
> [Mynakt mento Beiaenutcs: [IK 6yayt otobpaxarscs ¢ IP-agpecamu.

> [TynkT menro He BbieneH: [IK oroOpaxaroTcs ¢ UMeHaMu

JloGaBnenue 1K B BUpTyalibHbIE IPYTIIIbI

N3 ceTeBOro okpy:keHus

B 3aBucumoctu ot BeiOpanHoro Buaa I1K orobpaxatorcs ¢ umenanm win [P-angpecamu

»  PasBepHuTe B 00JIACTH HABUTAIIMU y3€JI CETEBOTO OKPYKECHUS U y3ei Bamieit cetn
(manmpumep, cetb Microsoft Windows).

> B o0mactu pe3ynbraToB otoOpasstcs qoctynusie [TIK B cetn

»  Ilepramure [1K u/mmu rpymmsl [TKu3 ceTeBOro okpysxeHus B TpyIIIy y3ia 0e30macHOTro
OKPYKEHHSI
— WIIH —
IISJIKHUTE TIPABOM KHOTIKOM MBIIIN Ha Tpymity U Beioepute New/computer (HoBblii/I1K)
> Ortkpoercs quanoroBoe okHO Add new computer (106aBuTh HOBbIIi I1K)

»  Baeaure ums, ¢ xoropsm [1K OyzeT mpezacrasiieH B OKpY)KEHUU O€30MIACHOCTH, a TAKXKe
cereBoe ums u noareepaure OK.

= B o0sacTv HaBUTAIMH B y3Ji€ O€30I1aCHOTO OKPY)KEHHSI OSIBUTCS TOJIBKO YTO TOOABICHHBIN
KOMITBIOTEpP B BEIOPAHHOM rpymme

N3 y3n1a New Computer

MoryT ObITh KOMIIBIOTEPHI, HA KOTOPHIX ycTaHOBIeH SMC-Agent u KOTopbie He ObLTH T00ABIICHBI B
oKpy>xeHue 6e3onacHocTH Security Environment (Hanpumep, noprarusasle [1K min komnbioTepsl Ha
koTopbix SMC Agent 06611 ycTaHOBJIEH Bpy4HyI0). OHM aBTOMaTHuecku coenunsaTcs ¢ SMC Server, kak
TOJILKO MOJKITIOYATCS K CETH.

Knuxuute B Security Environment (okpyxenuu 6e3onacHoctr), New Computer (HOBBII KOMITBIOTED).
Bbl yBuaMTE HOBBIE KOMIIBIOTEPHI C ycTaHOBIEHHBIM SMC Agent.

Jlo6aBbTe HYKHBIN KOMITBIOTED B Security Environment (6e30macHoe OKpyKeHHE), KaK OMUCAHO BHIIIE
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MNOPT KOMNbIOTEPOB B OKpYXeHue 6esonacHocTn Security Environment
Cnncok KOMMbKOTEPOB MOXXHO TakKXXe MMNOPTUPOBATb, MCNOJIb3y4A onuuto nMnopTta m3
KOHTEKCTHOIo MeHIH0. ,El,aHHoe MEHI0 nNpenocTaBndeT criegyrowme BO3SMOXHOCTU:

* UMMOPT CMUCKa KOMMbIOTEPOB
* N3 CETEBOrO OKPY>KEHUS

* N3 Active Directory

Onsa nmnopta cnucka lMNK:

Cozpaiite ciucok I1K B TekCTOBOM peakTOpe U COXOAHUTE €rO.
Brl MmokeTe nate moboe ums ay (*.txt)
Crucok uMmeeT Cleayoyo CTpyKTypy:

Group (rpynna); Name (nwvs); IP
Marketing; Computer 01; 192.168.146.
Groundfloor; Reception; PC-Reception

Group: uMs rpymnibl B OKpYKeHHH 0€30MMacHOCTH, Hanpumep, Marketing
Name: oTobpaxkaeT UMsi KOMIIBIOTEPA B OKPY>KEHUHU 0€30MTaCHOCTH.
IP: IP agpec wim ceTeBoe UMSI KOMIIBIOTEPA.

» Knuknute npaBoii kHonkoi Ha Security Environment u Beioepute Import computer list

(MMTIIOPT CIUCKA KOMIIBIOTEPOR).
» Bemute nyTh K daitny [CNHCOK KOMIBIOTEPOB.tXt] ¥ KIUKHUTE OTKPBITH.

> Cnmcok KOMIBIOTEPOB UMIIOPTUPOBAH. FIMeHa KOMITBIOTEPOB 0TOOpa3sTcs B Security

Environment (okpyxeHUH O€30MTaCHOCTH).

Lns umnopma KoMrbiomepos U3 cemeeoao OKPYKEeHUST:

» KnukHute Security Environment npaBoi kHonkow Mbiwmn 1 Bbibepute Import/ From

network neighborhood.
- Crncok KOMIBIOTEPOB U3 CETEBOT0 OKPYKEHUSI UMIIOpTHpYyeTCs B rpymniy New
computers

Hns umnopma komrnstomepos u3 active directory:

» KnukHute Security Environment npaBow kHonkow Mbiwm 1 BbibepuTe Import/ From active

directory.
- OkHO 06HOBMEHMSA ADS CrpocuT 0 MeToae NPUMEHEHNS HOBOW IPyMbI:

ADS update @

How do wou want to represent
wour fckive Directary in the SMC?

e Create groups based on the
compuker DMS names
Create groups based on
‘organizational units'

" Ignore ADS hierarchy

Cancel

> Bblbepute Tpebyembin meToq
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- KomnbtoTepbl 13 ADS nmnoptmpoBaHbl ncxoaa ns Bawero Bbibopa

IlepenmMeHOBaHUE BUPTYAJIBHBIX TPy
»  KimkauTe Ha rpymme npaBoi KHONKO# 1 BeiOepuTe Rename (mepumeHoBaTH).
> OTtkpoetcs mojie BBOIa UMEHH.
»  V3MeHwuTe UMS M KIMKHUTE Te-HUOY b PSIOM.
> OT00pa3uTcss HOBOE COXPAHEHHOE MMSI
Ynanenne Bupryanbubix rpynn/IIK
»  KiukHUTE MpaBoii KHOMKOW Ha TPYINTY HJIM KOMIIbIOTep 1 BhiOepuTe Delete (yaamuTh)
> rpymnmna/kommbloTep OyIyT yAajIeHbl U3 OKPY)KEHHS O€30IaCHOCTH.
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5.4 YcraHoBka SMC Agent B Security Environment (okpyxeHun

Bbe3onacHoCTK)
Jlns ycranoBku Agents B OKpY>KeHUU 0€30MacHOCTH, BbI TOJKHBI IMETh TIpaBa aMUHUCTpATOpa Ha
Bcex [1K.

0 Yoeoumecw, umo 6ce komnonenmoi npodykmos AVIRA obnoenenwvi!
L ]

1 AntiVir SMC moorcem konmponuposams moavko IIK ¢ yemanosenennvim SMC Agent. Bam
Heobxooumo ycmanosums SMC Agent 015 6ce2o oKkpyscenus 6e30nacHocmu cpasy nocie yCmaHo8Ku
AntiVir SMC. Eciu nozonee Bol 6yoeme 0obasnisams Hosbie epynnol uiu IIK 6 cucmemy, Bvi cmooiceme
yemarnosmo SMC Agent onst omoenvuwix IIK unu epynn.

[Ipu nHeob6xonumocTu Brl Mexere HaTpouts SMC Agent a1 Bcell CUCTEMBI WIIH U1 OTJIEIbHBIX TPYIIIT
WJIN KOMIIBIOTEPOB T0CJIE€ YCTAaHOBKH U IPUCBOUTH HOBbIE HacTpoliku rpynmnam uinu [1K (cm. cepsuc
SMC Agent).

YcnoBusa gnsa ceasm mexay SMC Agent u SMC Server

Ecnn yctaHoeneH firewall, To Heobxoamnmo oTkpbITb crneaytowme noptol (TCP): 7000, 7001,
7010, 7020, 7021, 7030. kpome TOro, HeobxoagMmo paspewnTb 3anpockl ICMP 1 ping.

locTeBas y4€THas 3anucb AoMmkHa ObITh OTKIOYEHA

HeobxoamMMo oTKMYNTE OMNUMI0 NPOCTOro obLero goctyna

SMC Server gomxeH umeTb gocTyn k cnpsitaHHoMy ancky C$ (\<IP \c§$\).

Ana obneryeHusa ycraHoskn SMC Agent no cetn, Bam Heobxoanmo ncnosnb3oBaTb
aAMUHUCTPATUBHYHO YYETHYHO 3anucb, koTopasa paboTaeT Ha Bcex K.

MNMpoueaypa yctaHOBKMU

B 3aBucumocTtn ot onepaumoHHon cuctembl, SMC Agent umeeT pasnuyHble npoueaypsbl
YCTaHOBKM:

1 YpaneHHas yctaHoBka Yyepe3 SMC Frontend

7 (onuMoHarnbHO) pyyYHas ycTaHoBKa

1 (onuuoHanbHO) ckpbiTas yctaHoBka B Windows, ncnone3ysi ckpunT logon

7 (optional) UNIX: py4Has yctaHoBKa

5.4.1YctaHoBka SMC Agent npn nomowm SMC Frontend (Windows
Vista/2000/XP Professional/UNIX)

"': [TK/rpymnmsl 1oHKHBI OBITH HHTETPUPOBAHbI B Security Environment (okpyskeHre 0e30MacHOCTH) U
0TOOpaXXaThCs B BUJIE TOIYOOro MOHUTOPA C KPACHOM CTPEITKOU

» B nepese konconu kiukHUTE Security Environment (okpykeHre 0€30MaCHOCTH) U TIPH
HeoOxonumoctH Ha rpynmsl/[IK Ha koTopsie Bel xotute ycranosuts SMC Agent.

> TIK wmy rpynibl 0ToOpa3sTesi ¢ HKOHKaMHM CTaTyca B 00JIaCTH Pe3yibTaToB

»  UICJKHHTE NMPAaBOH KHOIKOW MM Tpynibl U Beioepute Installation/AntiVir SMC
Agent/Install.

= BbI yBHIHTE OKHO YCTaHOBKH

»  Kimkaute OK
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> [Iporpamma InstallShield Wizard nauner ycranoBky. Ber yBuaute okomko Preparing Setup
(MOArOoTOBKA K yCTAaHOBKE).
> SMC Agent 6yaet ycranosiieH Ha TpeOyembix I1K u rpymmax.
[Ipu HeobxonumocTu nepesarpysute [1K
.3ammycture SMC Frontend
ITposepbte, uToObI Ha Beex [1K u rpynmax cratryc SMC Agent 6611 True B o6sactu
pe3yabpTaToB Security Environment.

YV VYV
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5.4.2 PyyHas yctaHoska SMC Agent (Win XP Home Edition,
onunoHaneHo: Windows 2000/XP Professional)

1

Hna yecmanoexu SMC Agent ¢ Windows 98 unu Windows XP Home Edition, Bam 6yoem

Heobxooum ¢hauin AntiVir-Security-Management-Center-Agent.exe. Bot mooceme navimu e2o na CD-
ROM unu 6 nokanvHou nanke pazapxu8uposanHo2o zZip-apxusa.

v ¥ TIK/rpynmsl Jo/kHBEI OBITh HHTErPUPOBaHbI B Security Environment (okpysxeHue
0€30MacHOCTH) M 0TOOPAXKaThCs B BUJIE TOIyOOr0 MOHUTOPA C KPACHOM CTPEJIKOH.

» Ckommpyiite daiin AntiVir-Security-Management-Center-Agent.exe Ha [1K, Ha koropom Bl
xotute yctanoBuTh SMC Agent.
» JIBakIpl KIIMKHHUTE HA (aiiie
= OTKpOETCS OKHO pa3apXUBUPOBAHUS U YCTAHOBKH
» Knuknaurte Setup.
> HucramusuuonHslii ¢aitn OyayT pazapxuupoBan. OTkpsiBaercst koHo InstallShield Wizard
appears.
» Knukuure Next (n1ajee)
> OrtkpoeTcst okHO HiieH3noHHOTO cornamienus (License Agreement).
» Brioepute I accept... u kiukauTe [lasee.
> Ortkpoetcst okHo ganHbIXx SMC Server.
» BBenute gannble u HaxxMute Jlanee.
> Cnenyroriee okHO OyeT coepkaTh qaHHbIe HacTpoiiku SMC Agent.
» BBenurte naHHBIC JTIOKATBHOTO KOMIbIOTEpa 1 HAXkmMuTe [asee.
> Ortkpoetcs okHO Path selection (yTh ycTaHOBKH).
» [lpu HEOOXOAMMOCTH BBEIAMTE APYTOH IMyTh YCTAHOBKU U HAXKMUTE Jlasee.
= Otkpoercs okHo Ready to install (roTOBHOCTB K yCTaHOBKE).
» Knuknaure Install.
= Byner ycranoBiieH SMC Agent 1 OTKPOETCSl OKHO 3aBEpIICHUS yCTaHOBKH.
» Haxwmute Finished (3aBepumiuTs).
— SMC Agent ycranoBiieH Ha JiokainbHOM [1K.
» Ilepesarpysute [1K.
» 3anycture SMC Frontend

E)

. IIK/rpynmel BkitodeHsl B Security Environment (okpysxeHue 6€301acHOCTH), MIKOHKA cTaTyca:

3eJIeHbli MOHUTOD ¢ 3eneHo crpenkoil. Ctatyc SMC Agent Yes.
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5.4.3 CkpbiTasa yctaHoBka Agent B Windows

Ecnu Bbl npeanoyntaete ncnosnb3osaTb Windows logon ckpunt anga ycraHoskm SMC Agents,
BMECTO MHTEepPaKTUBHOW yaanéHHon yctaHoBkm Yepe3 SMC Frontend, Bbl moxeTe 3anycTtutb
YyCTaHOBOYHbIV CKpUNT Yepes obuyyto nanky. Agent 6yaeT yctaHoBneH 6e3 BCAKOro
BMeLLaTenbCcTBa Nnonb3osaTens.

YbeauTechb, YTO KITMEHTCKME KOMMNbIOTEPLI MUMEIT JOCTYN K 0bLwen nanke, roe HaxoauTcs
dann yctaHoBkmM (no ymonyanuto: C:\Program Files\Avira\Avira Security Management Center
Server\Agent\installagent.bat) .

» BcraBbTe nakeTHbIn dhann B logon script, 4TobbI HaYaTb ycTaHoBKY Agent B CKPbITOM
pexvMe Unu UCnonb3ynTe crneayoLyo KoMaHay:

setup.exe /serverip=servercomputer /serverport=7000 /
evmgrip=servercomputer /evmgrport=7010 /
upmgrip=servercomputer /upmgrport=7020 /agentip=0.0.0.0
/agentport=7030

MpumeyvaHue:

* napameTpbl OMKHbI ObITb pa3aeneHbl ogHUM npobenom. MNpu owmnbke B CUHTaKcuce,
HaYHEeTCs MHTepPaKTMBHAsA yCTaHOBKA BMECTO CKPbITOMN.

* /agentip=0.0.0.0 A0/MKHO BbITb MMEHEM KOMMNbIOTEPA, KOTOpOoE ykazaHo B SMC
Frontend. Ho Tak kak npu ncnone3oBaHuu logon ckpunToB, Bbl MoXeTe ncnonb3oBaTtb 34eChb
"nobon" IP. Agent B aTOM criydaeT nonyymT MMsi KOMnboTepa U3 onepaumoHHON CUCTEMBI.

* servercomputer — 370 IP unu nmsa komneboTepa, Ha KOTOPOM ycTaHoBMeH SMC.

* ecnv Bbl n3MeHunu nopTbl N0 YMOMYaHuto, NoXxanymncra otTkponte nx B FireWall

» ecnn Bbl ycTaHoBunn Agent Ha KOMMbIOTEPLI BHE OKPYXXeHnsa 6esonacHocTu Security
Environment, onn 6yayt nobasneHsl B rpynny "New computers" (HOBble KOMMbIOTEPDI)
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5.4.4 PyyHasa yctaHoBka SMC Agent (onunoHanbHo ansa cuctem UNIX)

ﬁ npu HeoOxonumoctu SMC Agent MOXXHO YCTaHOBUTH Bpy4HYI0. [IporpamMmmy yctanoBku SMC
Agent muis cuctem UNIX MmoxxHOo Haiitu Ha aucke AntiVir CD-ROM wunu Ha caifte http://www.avira.com

v "> KOMIIBIOTEPHI ¥ TPYIIIBI TOJKHBI OBITH BKJIIOUEHBI B Security Environment (okpy>xenue
0€30MMacHOCTH ), UKOHKA CTaTyca: ToJIy0Oi MOHUTOP C KPAaCHOM CTPEIKOM.

v" BsI nomkHbl 3HaTh I[P anpec cepsepa.
» Coxpanure nporpammy yctaHoBku UNIX SMC na I1K.
» Pacnakyiite apxuB:
linux:/tmp# tar -xzvf AntiVir_Security_
Management_Center_UNIX_Agent.tgz

> Oaiinbl pacakoBaHEbI
» CMeHUTE TUPEKTOPUIO YCTAHOBKU:
linux:/tmp# cd AntiVir_Security_
Management_Center_UNIX_Agent.tgz/
» Ycranosure SMC Agent: Ber nomkasl BBectH [P agpec ceprepa.
lLinux:/tmp/AntiVir_Security_
Management_Center_ UNIX Agent.tgz# ./install [--fast] -
-server=HOST[:PORT] --display-name=<SMC display name>
> SMC Agent ycranosieH. [losBUTCS cienyromiee cOOOIEHHE:

Starting Security Management Center UNIX Agent installation ...
L 3areM cooOuieHue:
Installation of the SMC UNIX Agent complete.
» CMeHHTE TUPEKTOPUIO YCTaHOBKH:
cd /usr/lib/AntiVir/agent
» 3anycture SMC Agent:
/smc-agent.sh start
ITposepswTe, uTo6s! Bee I1K u rpynms! umenu crtatyc SMC Agent Yes B 001acTu pe3ysnbTaToB Security
Environment.
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5.4.5 YpoanenHne SMC Agent

@ Ecnu Bl ynanute ¢ I[IK SMC Agent, To npoaykramu AntiVir, ycraHoBieHHbIME Ha 3ToM [1K,
Oosbie Henb3s OyneT ynpasisTe mpu nomomu AntiVir SMC. Mel pekomernayem ynansate SMC Agent
ToJbKo 1nocie Toro kak [IK 6yner ynanen u3 Security Environment u yianenust Bcex npoayKToB
AntiVir.

v ’S [IK/rpynms! BkrodeHs! B Security Environment (okpyskeHue 6€30MacHOCTH ), HKOHKA
cTaryca: 3€JI€HbId MOHUTOP C 3€JICHOM CTPEJIKOA.
» Knuknute npasoii kHonkoi Ha rpynme/[1IK B Security Environment u Beioepute Installation/AntiVir
SMC Agent/Uninstall.

b [TosBUTCS OKHO BOIIpoOca:
Question

:{J Are you sure you want to uninstall this software package?

» OtsetbTe Yes.
> SMC Agent ynanen. Mkonka craryca rpymmsl/I1K u3menunacs.
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5.5 Hactpouka AntiVir SMC

B AntiVir SMC Bxozst uetsipe cinyx0bl: Server, Event Manager, Update Manager, Alert Manager
U KireHTckas ciyk6a SMC Agent. Bee cityk0bl HacTpanBarOTCsi aBTOMATUYECKHU IIPU YCTAaHOBKE
AntiVir SMC.

. Hacmpoiika cnyocd no ymonuanuio u nacmpotika coenannas 6o epems ycmanosku AntiVir SMC
oONnMUMU3UPOSaHwvl 015l OaHHou cemu. Mol pekomeHOyem usMeHamb HACMPOUKU MONbKO 8 KpAUHeM
cnyuae.

A Omuoxu AntiVir SMC!

W3meHeHus B HaCTpoOiKax MOTyT puBecTH K ommOkam AntiVir SMC!
» Ilepen U3MEHEHUSIM HACTPOCK 0OpATUTECh OOPATUTECH B CITYXKOY MOIICPKKH.

Br1 MoxxeTe HacTpauBaTh ciyx0bl B okHe Configuration (HacTpoiika), Kak OnmucaHO HIKE.

5.5.1 \ameHeHne HacTpoeK cnyxo6
N3meHeHue HacTponku SMC Agent

'J KomMnbtoTepbl/rpynnbl OMMKHbI ObITh BKIIOYEHbI B OKPY)XeHne 6e30nacHoCcTum
Security Environment, nx cratyc gomkeH ObiTb: 3€NIEHbLIN MOHUTOP C 3E€NEHON CTPESIKON

» KnukHnte npasown kHonkow Ha [MK/rpynny n Boibepute Configuration/Avira SMC
Agent/Configure.

> OTKpoeTCs OKHO KOHUrypauuu.

» Cpenante HeobxoanMMble HAaCTPOMKK

ecnu Bam HyXHO HeMeaIeHHO NPUMEHUTb HOBble HacTpownku K MNK/rpynne:

» KnukHute Send now.
> HoBBIe HacTpoiKu OyayT npuMeHeHsl K [K/rpynne.

€CINW HaCTPOHKHU TpedyeTcs MPUMEHUTD MO3KE:

KnukHute Send later.
Hosrle HacTpoiiku 6yayT coXpaHeHbl NoKanbHO. Bbl cMoXeTe NPUMEHUTb UX B HY>KHOE BpPEMS.

N3meHeHue HacTpoek KomnoHeHToB SMC components:
Server, Event Manager, Internet Update Manager, Alert Manager

“J KomnbtoTepbl/rpynnbl 4OSMKHbI ObITh BKNIOYEHbI B OKpYXXeHne 6e3onacHocTH
Security Environment, nx ctatyc gormkeH ObiTb: 3€M€HbI MOHUTOP C 3eIEHON CTPENKON

KnunkHuTe no Configuration B fepeBe KOHCOMNM

B nanenu pe3ynbratoB 0ToOpa3aTcs CiryKObI
[Baxabl KNMUKHUTE HYXHYIO CryXBy
OTKpoeTcsi OKHO HAaCTPONKHU

Cpoenante namMeHeHNs B HacTpouKax.
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KnukHute OK.
[MostBuTCS 3ampoc TS nepe3amnycka ciryx0, YTOObl NPUHATL U3MEHEHNS.
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5.5.2 Onuyun HacTponku komnoHeHToB Avira SMC Components

Hactpoinka SMC Agent

KoHdgurypauua SMC Agent 3aBUCUT OT CTPYKTYpbI y3roB. TeM He MmeHee, Bbl MmoxeTe
NOMEHSATb HACTPOWKM OS5 KaXA0ro y3na. HacTponku HacneayTca OT BEPXHEro yana K
HWKHEMY, UBMEHEHNS MAPKMPYHOTCA YEPHOW pamMKon. Bce HEeM3MeHHbIe HAcTpoViku ByayT
NPUHATBI OT BEPXHEro y3na.

PekomeHayeTca HacTpamBaTte SMC Agent, HaunMHasA ¢ KOPHEBOTO Y3na OKPYXeHUs
6esonacHocTu Security Environment (knuk npaBon KHOMKOM MbIwn 1 Bbl6op Configuration/Avira
SMC Agent/Configure). Bce MK B rpynne yHacneaylT caenaHHble HacTporku. [lanee Bbl
MOXeTe caenaTb HeobxoauMble nameHeHust ansa otaensHbelx MK v nogrpynn: komneoTeEP
nepenuweT HAaCTPOWMKM yHacrneLoBaHHbIe OT KOPHEBOrO y3na.

General Settings (obLue HacTponku

Configuration |:| [E| E|

General settings: | Communication related settings ]

Reqgistrakion attempks
E'vents commit inkerval(s) | a0
Reaqistration delay | 15

Feszet | Send later | Send nu:uwl Cancel

Registration 15 yyectBO nonbiTok SMC Agent nopxniountbest k SMC Server.

attempts
Events NHTepBan BpemeHu 3a KOTOpPbIN cny6bl nockinatT cobbiTna B Event Manager
commit (MeHepxep cobbiTun). CobbITUA OTChINADTCA HE MOMEHTarbHO, a cobupatloTcs B

interval(s) - rpynnbl, 4TOBLI HE NeperpyxaTh ceTeBol TpaduK.

gelgistration WHTepBan BpemeHu 3a KOTOPbIM JOIMKEH 3anycTutbes Agent nocre 3anycka
ey KITMEHTCKOro KOMMbloTepa, YTobbl NpefoTBPaTUTL Neperpysky ceTeBoro Tpaduka.

Communication
related settings (HacTporku coeanHeHns

Configuration

General settings  Communication related sefttings

Security Management Center Entities

Enterprise Event manager URL

Enterprise Server URL | htkps:)f10.2,101,3: 7000
IIpdate settings
Update LRL | htkp:fflocalhosk: S0

55L Configuration
Use client authentication [

Feszet Send later | Send nu:uwl Cancel
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Entertprise Appec HTTP n nopt ncnonedyemsle cnyxbon Event Manager (meHeaxep
ven -
manager URL CO6bITMM)

ngrprise Server  Agpec HTTP v nopT ucnornb3yemble cepBepHoOi YacTbio SMC

Update URL - Agpec HTTP 1 nopT ncnonb3yemble cnyxobon Update

Useclient — AyteHTudmkaumsa no npotokony SSL Ans Bxoaa Ha KOMMboTep
authentication

O6wume HaCTPOMNKU KOHUrypaumm
Communication
related settings (HacTporiku coeanHeHust

Configuration

Communication related settingz l

i~ Emnail Mokification
SMTR Server | |

SMTF Login |

SMTP Passwiord |

Sender address |

Prozy
se proxy B

Proxy authenticakion [

Proy Usernarne |

Prosey password |

Prowy IP address |

Proxy pork |

Reszet ‘ k. | Cancel

SMTP Server  |/ilmss NOYTOBOro cepBepa

gMTP '-%gin, Mma nonb3oBatensa 1 naponb Ansi BXOA4a Ha NOYTOBbLIN CepBep
assSwor

Use Proxy  |cnonb3oBaHmne npokcu-cepeepa ans noakniodeHnss SMC Server k Internet

Prct?](y ot Onuusa onsa ayTeHTMdMKaUMM Ha NPOKCU-cepBepe, ecrnv HeoGxoauMo
authentication

Proxy Userame,  |ima 1 naponb Ansi NOAKITHYEHNS K NPOKCK
password
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Pr(:txy IP address, Apnpec 1 NoOpT NPoOKcu
po

HacTtpownka SMC Server
Communication
related settings (HacTporiku coeanHeHUs

Configuration

Communication settings

Retrieve computer hostname from agent W

Reszet ‘ QE. | Cancel

Retrieve  [Tony4yeHune nmeHu komnbtotepa n3 SMC agent: SMC nonyyaet agpec IP knveHTa 13

areHTta

HacTpouka meHeaxepa cobbiTun Event Manager

General Settings (obLue HacTponkm

Configuration |;”E| EI

General settings

Drop info events  [v

Reset ‘ ] | Caticel

Droptinfo 3anuch B dhann oT4ETa TOMLKO KPUTUYECKNX CODLITUI U NpeaynpexaeHnn gns
events NpeaoTBPAaLLEHNS OrPOMHbLIX paamepoB LOG-daiinos
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HacTtpouka Internet Update Manager

Configuration

General settings l

Internal HTTP Server's IP address | SHENGRE]

Internal HTTP Server's pork | a0

Maz. connections | 500

Server

pdate Server lisk | htkpsfidll progantivie, def, htkps ffdl2  pros antivie. de,

Directories -
Rook directory For updated files I CDocuments and Settings) Al Users) Application O

Jpdate
Activate test mode

Autamatic mode v
Reset | ok | Cancel
meTrgaé _ Appec v nopt cepsepa Internet ans BbinonHeHns obHoeneHui Internet Update
ervers
IP address, Manager
port
Max. ; MakcumanbsHoe KONn-BO O4HOBPEMEHHbIX NOAKITHOYEHMI YCTaHOBIEHHbIX Internet
connections

Update Manager k cepsepy

gpdatel_ t Cncok cepBepoB 06HoBMNeHMA ¢ KoTopbix IUM nonyyaeT naketbl 06HOBMEHMI (Mo
erveriis yMOIYaHuo: cepBepbl 0GHOBNEHUs Avira).

Eoott KopHeBas gupektopua ansa gannos 0OHOBMNEHWI: ANPEKTOPUSA, KOTOpas
"eclon - 3epkanbHO oTpaxkaeT cepBep 06HOBREHMIA Avira.

fcttivate HoBble ¢hannbl 3arpyxarTcs B TECTOBYIO AUPEKTOPUIO AN npoBepku. [pu yoayHom
°s obHoBMeHNN OHU nepeaatoTcs cepsepy HTTP no ymonyaHuio 1 pacnpocTtpaHeHbl B

mode

OKpyXeHumn 6e3onacHocTn Security Environment.
Autgmaﬁc Bce o6HoBReHus nponssogaTcsa aBTomatmyecku mogynem Internet Update
moae

Manager.

HacTtpowuka Alert Manager (MeHeaXxep yBeAOMNEHUN)

MeHexep yBegomneHmn Alert Manager siBnsieTca KOMNOHEHTOM Cry0bl MeHekepa
cobbiTnn Event Manager. CobbiTus, nocnaHHble npoayktamu Avira B MeHegxep cobbITuii no
ceTn (Hanpumep coobLyeHne O BUPYCHOM yrpo3e) MOXeT BbiTb NepegaHo MeHeLKepPOM
yBegomMmneHun Alert Manager HenocpeaCTBEHHO Ha as. noyTy unu komaHgon Netsend Ha MK B
ceTn. Takum obpasom, B AONOSTHEHNE K COObITUAM, KOTOpble oTobpaxatoTcs B SMC Frontend,
aAMWHNCTPATOP MOXET HaNPSMYH NOMYyYnUTb MHOPMALMIO O KPUTUYECKNX CODBITUSAX.
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HacTtponka Alert Manager nponsBogutcs B OkHe KoHdurypaumm Configuration window,
KOTOpOEe UMeeT ABe 3akfagKu, ONUCaHHbIE HUXe

getft'_efa' Ha pnaHHoM 3aknagke Bbl BBOAUTE agpec aneKTPOHHON NOYThl UMW afpec
eHNgS  vomnbloTepa Ans yBegoMneHuit. OnpeaeneHHble TUMbl COOBLLEHUI U COBBLITUIA
OyayT yctaHoBneHbl B 3aknagke Rules Settings (HacTponkn npasun).

Configuration |:I E| [E|

General Settings ] Rules settings

i~ Email Mokification
Email Address | |

- Mebwork Matification —

Camputer Name |

Reset ‘ aE | Cancel l

Email AJpec aNeKTPOHHON NOYTbI NonyyaTens, HanpMMep agMuUHUCTpaTopa unm

Address KOPNOPaTUBHbIN afapec rpynnbl aAMUHUCTPATOPOB
Computer MIMs koMMNbloTepa, Ha KOTOPOM [OIMKHO MOSBUTLCSA COOBLLEHIe, HanpuMep,
ame

KOMMbOTEP agMUHUCTpaTopa

Rules Settings (HacTpolika npaBun

Configuration

Gereral Settings:  Aules zettings

~Rule 1
Enable I

rMulkiple of | 1

Event Level |

Event Tvpe |

Matification |

| Lt Ll |

~Rule 2
Enable ..

_ Mulkiple af | v

Heszet ‘ k. | Cancel

Ha paHHon 3aknagke Bbl MoxeTe HacTpouTb (paspeLunTb) 40 AECATU NpaBuST COOBLLEHWUIA.
[ocTynHbl cneayowmne onuum:

Multiple of  Ypcno cobbiTuin HEOGXOAMMBIX ANs OTNPaBKM COOOLLEHUS
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Evenlt CoobuieHne bygeTt oTnpaBneHo, ecnu BcTpeyaeTca Nbon ypoBeHb cobbiTus (BCE,
Vel Bknoyas MHoOpMaLMIO) UnK onpeaeneHHbI YypoBeHb (KpuTudeckuii Critical,
npegynpexaeHve Warning).

Event Type  Tun cobblTus yctaHoBneH ans scero MO 1 He MoXeT OblTb U3MEHEH

Notification  CoobLueHMe oTCbiNaeTcsi Ha agpec aneKkTPoHHoW noyTbl (Email) nnu MK npu
nomowm komaHabl Netsend (Network), nnun ncnone3sysa sce sapuaHTthbl (All).
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5.6 O6HoBneHune Avira SMC

OuyeHb BaXXHO NOCTOSAHHO MMeTb 0bHoBneHHoe MO 1 obpallaTb BHMMAHME Ha COBMECTUMOCTb
BEPCUIN KOMMOHEHTOB. Bbl MoxeTe 6e3 ycunum obHoBUTL KOMNOHeHTbl Avira SMC: SMC
Frontend, SMC Server co Bcemu cnyx6amm n SMC Agent. Avira SMC coeaunHseTcs ¢
OTKpbITbIMK cepBepamu obHoBneHmn Avira GmbH 1 moxeT 3arpyxaTb 1 ycTaHaBNuBaTb
[oCTynHble obHoBneHna SMC.

[ns ebinonHeHusi obHosneHut Avira SMC, Bam Heobxodumo coeduHeHue Internet u
OMKPbIMb HY)XHblEe nopmsl 8 cemegom firewall.

Bo epemsi ycmaHoeku obHosneHul coeduHeHue ¢ SMC Server 6ydem ripepgaHo, rnpu
amom Heobxodumo 3akpbimb SMC Frontend.

B nononHeHune k npsimbiM 06HOBEHMsM, Security Management Center nogaepxusaeT
aBTOMaTU4eCcKkne OOHOBMEHUS:

* yepes Internet Update Manager nnm

* yepes 3annaHnpoBaHHble 3a4a4v OOHOBMEHMI, €CNN aBTOMATUYECKUIN PEXUM HE aKTUBEH

5.6.1 ObHoBneHne SMC Server u Frontend

Lns ebinonHeusi komaHO 06HosneHuUs u 3aday 6e3 ucrionib3oe8aHus Internet Update
Manager Bam He0bx00umo omkroHuUmb asmomMamuyeckul pexxum Automatic mode B okHe
HacTponku cepeepa Server Configuration window.

BbinonHeHne NnpAMbIX OGHOBNEHUN

KnnkHute npaBou kHorkon Mblwn Avira Security Management Center Frontend v BeiGepute
O6HoBneHne Update.

BbibepuTte Server/Execute ons HemeaneHHoro 06HOBNEHNsI cepBepa
- NI -

BbibepuTte Update frontend.
[TosiBuTCA clienyromiee OKHO:
— anst o6HOBNEHUs cepBepa:

Question |EI

b Are you sure vou wank o update the Security Management Center Server?
\H_#/ The server connection needs to be interrupked For the updating,
Please re-establish the connection in a Few minukes,

— ans obHoeneHust Frontend:
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Question |g|

b Are vou sure you want ko update the Security Management Center Frontend?
-,__-‘/ If the Frontend has to be closed For this procedure the Updater will notifsy wou.
Please restart the Frontend after this procedure,

noateepaute Yes n 3akponte SMC Frontend npu HeobxogumocTu.

CoepaunHenne ¢ SMC Server 6yaeT npepsaHo.

Avira SMC coeagnnutcs c Internet, 3arpysut obHoBneHus ¢ cepsepa Avira GmbH n yctaHoBut
nx.

Mepesanyctute SMC Frontend n coeguHutece ¢ SMC Server

O6HoBneHue 4yepes Internet Update Manager

PassepHuTe y3en Internet Update Manager, KNnMkHUTE NpaBon KHOMKOW Mbllun Avira Security
Management Center Frontend nnu Avira Security Management Center Server n Boibepute
Update now.

'] OkHo crartyca Internet Update Manager nokaxeT nporecc o6HOBMNeHMS.

Co3paHue 3agayum obHoBrneHus Server

Bbl MOXXeTe ucnonb3oBath 3agaym 06HOBNEHU ans nepuoanyeckoro obHosneHmss SMC
Server.

0 3annaHuposaHHble 3ad0aqyu 06HO8/1eHUSIO0MKHbI bbimb M0OMeepPXO0eHbl
adOMUHUCMpPamopoM.

KnukHute npaBon kHornkon Mblwmn Avira Security Management Center Frontend v BoiGepute
Update/Server/Schedule.

OTtkpoeTcst OKHO co3/1aTh 3a7ady Create a task.

Beegute nmsa 3agayu, Bbibepute 4acToTy BbinosiHeHus task frequency v knukHneTe fanee
Next.

BbibepuTte HavanbHyto gaty the start date n Bpemsa time BbINoONHEHMS 3a4a4M U KNUKHUTE
3aBepwmThb Finish.

'] 3amaya 3arIaHUpOBaHa.

Bbl MmOXXeTe nameHuTb 3agady B ntoboe BpeMsi U3 KOHTEKCTHOrO MEHIO (CM. HUXe).

5.6.2 OTobpaxeHne n nsmeHeHune 3agady obHosneHnn ana SMC Server

KnukHuTe npason kHonkon mbiwmn Avira Security Management Center Frontend v BoiGepuTe
Update/Show tasks.

1 leranu 3amaun oOHOBIIeHUs cepBepa update server task otobpaxaroTca B naHenu
nHopmauunm

[ns nameHenuns 3agayu:

[Baxgbl KnnkHUTE 3agadvy the task.

"1 OTKpoeTcs OKHO co3naTh 3a1auy Create a task.

Cpoenante u3MeHeHWsA N CHOBa COXpaHuTe 3aJadvy.

Avira GmbH AntiVir SMC 44



5.6.3 ObHoBrneHne SMC Agent

Onsa obHoBneHns SMC Agent no Bcen cety unu ansa onpeaeneHHon rpynnbi:

KnnkHuTe npaBom KHOMkon Mblwmn Security Environment nnu rpynny u Beibepute
Commands/Avira SMC Agent/Update agent.

[ns o6bHoBneHus SMC Agents Ha onpegeneHHom [1K:

KnukHute npason kHornkon Mblwmn the Avira SMC Agent B yane MK n Beibepute
Commands/Update agent.

O6HoBneHne SMC Agent MOXHO Takke 3annaHMpoBaTb, Haxas KHOMKy Schedule this
command B okHe komaHa Commands window.

O6HoBneHne SMC Agents yepes Internet Update Manager:

PassepHute y3en IUM, knukHuTe npaBomn kKHonkon Mblwmn Avira Security Management Center
Agent 1 Bbibepute 06HOBUTL cenvac Update now.
OkHo cTaTtyca Internet Update Manager nokaxeT npouecc 06HOBMEHWS.

Avira GmbH AntiVir SMC 45



5.7 YnpasneHue nons3osatenamu (User Management)

Mpu nomowm User Management Bbl MoXeTe co3gaTb nepapxuio ¢ onpeaerieHHbIMY npasamm
aoctyna. 3To noMoraeT agMUHUCTpPaTopy 3a(PPEKTUBHO OpraHM3oBaTb KOHTPOSb 3a
okpyxeHnem 6esonacHoctn Security Environment B cnyyae pacnpegeneHuns 3agady T nnu
Ha BpeMs oTnycka. OnpeaeneHHble nonb3osateny SMC cMmoryT nogknioyaTbes K cepepy Ang
npocMmoTpa cobbITU 1 OTYETOB (events unu reports), HO OHY HE CMOTYT U3MEHHATb BaXXHble
HacTpourkn 6e3onacHoCTM.

JlobaBneHue HOBbLIX NOJfib3oBaTesnien
KnukHute npaBon kHomnkon Mblwmn Ha y3en User Management n Boibepute Create new user.

OTKpOETCSI OKHO HOBOI'O ITOJIL30BATEIIS:
Mew user

aeneral l Fermissions ]

User name: |

Complete name; J

Description: |

Email address: |

[ Account is deactivated

K | Cancel

Beeante nmsa nonb3oBaTensd, nosiHoe umsa complete name 1 onunoHanbLHO onncaHne u agpec
3M1EKTPOHHOM No4Tbl email address.

Ecnu Bbl He XOTUTE akTUBMPOBAaTb YYETHYIO 3annch, KNMKHUTE onuuio Account is deactivated.
HacTtponTe npaBa nonb3oBaTens Ha 3aknagke Permissions.

KnukHnte OK onst coxpaHeHust HacTpoek.

HoBplit mosib30BaTens MOSBUTCS B MaHEIU HH(DOpMaIK
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&l Avira Security Management Center

E File  Action Wiew Window Help = J
& = @ E%

I:] Avira Security Management Center Mame Real Name Drescripkion

= @ fvira Security Management Center Frontend Q, Adrministrakor

=+ @ Software Repository QP testerl
= ﬂ; Security Environmenk

+ -ty group 1
=] ¥} test2
: T Awira SMC Bgent
= ¥ Metwork neighborhood
#d Events
%, Reports
=-®7 Configurations
i T
A2 General
i T
; %.g’ Server
% Event Manager
; %{’ Internet Update Manager
: AL plert Manager
pradser Management
{2} @ Internet Update Manager

HacTpouka y4éTHOM 3anMcu nonb3oBaTens

Cneayrowme HaCcTPOMKN AOCTYMHbI AN KaXX40W yY4ETHON 3anucu:

* password: BBegMTe naposnb BxoAa nonb3osaTtensa Avira SMC

* properties: BBeaUTe NMs Nonb3oBaTenNs user name, nonHoe nmsi complete name, onncaxHne
description 1 agpec anekTpoHHon No4vTbl email address

* permissions: ycTaHoBKa npaB goctyna kK Avira SMC

Bce nonb3oBatenu mMoryT npocmaTpuBaTbh OKpyxeHne 6esonacHoctn Security Environment.

[nsa kaxgoro nonb3oBaTeNns MOXHO YCTAHOBUTL Crieayolne npasa:
+ display Network neighborhood oTo6paxeHne ceTeBOro okpyxeHus
« display reports oTobpaxeHune oT4eTOB

* modify/delete reports pegaktupoBaHve/yganeHne ot4yeToB

* manage users ynpasfeHue nonb3oBaTensamm

* display events otobpaxeHne cobbITui

* delete events yganeHne cobbitui

* display software packages oto6paxeHne nporpaMMHbIX NaKkeToB
* change login password cmena naposst Bxoja

 configure SMC HacTtpoinka SMC

* configure IUM HacTtpovika IUM

YcTaHOBKa napons

KnnkHuUTE NpaBoOn KHOMKOW MbILLM MKOHKY MOMNb30BaTeNs B yripasneHun nosnb3osatensamm User
Management 1 Boibepute yctaHOBUTb Naposnb Set password.

OTkpoeTcsa OKHO BBOAA Naporsis

Beegute naponb, noareepanTe ero un KnmkHunte OK.

I[OCTYH K yqéTHOﬁ 3aIlMUCH ITOJIB30BaTCII TCIICPh 3allUIIICH ITApOJIEM

Hactpowka cBoicTB u npas
71 KnukH1UTE npaBomr KHOMKOW MbILLM MKOHKY MONb30BaTeNs B yrnpasreHnn nonb3oBaTtensamMmm
User Management 1 Boibepute caorctea Properties.
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OkHo cBowncTBa Properties of [MMA] oTkpoeTcs.

Properties of tester1

aeneral ] Fermissions ]

User name: | testerl

Complete name; J John Smith

Description: j 04 Assiskant

Email address: J john. smith@comparny .com|

[ Account is deactivated

K | Cancel

BHecuTe nameHeHus B cBOMCTBa
KnukHuTte 3aknagky paspelueHnsa Permissions.
OTkpoeTca 3aknagka

Properties of tester1

General  Permissions ]

Access permissions J

O visplay network neighborhood
Display reparts

O modify | delete reparts

O manage users

Display events

Orelete events

O isplay software packages
[ change login passward

[ configure sMC

O configure 1M

0k, | Cancel
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BbibepnTe nnv geaktnBupyte npasa nosb3oBartens u noareepanTte OK.
yﬂaJ'IEHVIe nonb3oBaTtend

KnnkH1UTE NpaBon KHOMKOW MbILLIM MKOHKY NONb3oBaTens u Bbibepute yaanute Delete.
OtBeTbTe Yes Ha 3anpoc.
Monb3oBaTtenb yaanex

HacTpouka npaB nonb3oBaTesie B BUPTyanbHbIX rpynnax

Bbl MOXeTe ycTaHOBUTb NpaBa 1 AOCTYN K BUPTyanbHbIM rpynnam unu Komnblotepam B
OKpyXeHumn 6esonacHoctn Security Environment aonsa Bcex nonb3osartenen. 3T1 npaea
Ha3HavalTCA B KackagHou hopMe 1 HacneayTCa CBEPXY BHU3 B MEPAPXMYHOWN CTPYKTYpe
BMPTyanbHbIX rpynnm.

Takum obpasom, ons Kaxgoro ysna Bbl MoxeTe HazHaunTb aBTOPU3OBAHHOMO NONb30BaTENS U
YyCTaHOBUTb AN1S1 HAX MpaBa A4OCTyna unu gaTb YHacneaoBaTh NpaBa C BbILWECTOSILErO y3na.

[nsa kaxgon rpynnbl UM Nonb3oBaTensa AOCTYMHbI creayloLne npasa:

* browse npocmoTp

* create/delete groups co3gatb/yganntb rpynmnbl

* add/delete computers o6aBuTb/ygannTb KOMMNbIOTEPDI

* deploy/uninstall/configure agents pa3sepHyTb/ygannTe/HacTPOUTb areHToB

¢ install/uninstall/configure products yctaHoBUTb/ygannTe/HAaCTPOUTbL NPOAYKTbI
* send commands nocrnaTtb KOMaHAbl

* manage server tasks ynpaenatb 3agadyamu cepeepa

* generate reports reHepupoBaTb OTYETbI

* manage group permissions ynpaBnatb pa3peLueHus My rpynnbl

* receive product status emails nony4atb yBegomneHne a1. nIMCbLMOM O CTaTyce NpPoAyKTa

[Mpasa 0ns yuémrou 3anucu Administrator n3amMeHUTb HeNb3s.

KnukHuTe npason kHorkon mMbiwn y3en MK unu BuptyansHom rpynnsl U BbibepuTte npasa
[ocTyna none3oBartesien User permissions.
OTkpoeTcsa okHO User permissions
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B User permissions

Marne Manage usets I
Everyone |

Administrakor

Petmissions

Browse

D Create groups

O oelete groups

[ create computers

O pelete computers

Deploy agents

[ uninstall agents

Configure agents

Install products

Uninstall products
Configure products

send commands

D Manage server tasks
GeMerate reports

D Manage group permissions
[ receive product status E-Mai

[ Use parert setting Ok | Cancel

BbibepuTe nonb3oBaTens n HacTponTe npaea

YHpaBneHme nonb3oBaTtendamm

Bbl MOXeTe HacTpouTb Nonb3oBaTenen u Ux npaea Ans Kaxagoro ysna. Korga HacTponkm
HacnegyTCs C BbiLECTOSILLEro yana, YacTn okHa oTobpaxatTcs cepbiM LIBETOM (He
aKTUBHbI).

Mpn HeobBxoamumocTu geakTnsmpymnTe onumio Use parent settings (Mcnonb3oBaTb
pPOAUTENBLCKNE HACTPOWKM).

KnukHnte Manage users ynpasneHue nosb3oBaTensamu.

OTkpoeTca crnefyroLlee OkKHO
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Lsers

Available users

Mame ]

fdd

Selected users

MName
Everyone
Administrator

| Ok, | Cancel

B none poctynHble nonb3oBaTtenu Available users, BbiGepuTe nonb3oBaTenen, KOTopble
OOMMKHbI UMeTb OOCTYN K y3ny v nogresepante Add

- VI -

BbibepuTe nonb3oBaTtenen, KOTopble He LOMKHbI UMETb A0CTYNa K y3ny n nogreepanTte
kHonkor Remove.

Monb3oBatenu gobasneHbl/yaaneHsi

Mcnonb3oBaTtb
poauTenbckmne
HaCTpOKKn

[ns HacnegoBaHWA poauTENbCKUMX HACTPOEK C BbILLENexallero yana: Bolbepute onuuio
Mcnonb3oBaTb PoauTenNbLCKME HacTporkn Use parent settings.
| I[Tomp30BaTebCKUE HACTPOUKM HACNeayrTCA
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6 cnonb3oBaHne nporpamMmbl

6.1 O630p

Ora rnasa onuceiBaeT pyHkuuu AntiVir SMC. B 3aBUCMMOCTH OT ONEpallMOHHON CUCTEMBI U BEPCUHU
MMC ¢yHKIHT MPOrpaMMbl MOTYT HEMHOTO OTIIMYATHCS.
Bb1 MoxxeTe ynpaBisaTh npoaykramMu AntiVir ucnons3ys ciegyrouue ¢pyskiuuu AntiVir SMC:

CoxpaHsATh, yCTaHABJIMBATh, YIAIATh U HACTPAUBAThH IMPOTrPAMMHBIE TTAKETHI

3anmyckaTrh WIH IUIAHUPOBATh IEHCTBUS YCTAHOBJIEHHBIX TPOAYKTOB AntiVir (Hampumep, MOUCK
BHUPYCOB WJIM OOHOBJICHHS).

OTtob6paxenue paznnuHoit nHGopmarun o [IK B okpyxeHnuu 0ezonacHoctu Security
Environment rnociie ycTaHOBKH IPOTrpaMMHBIX 1MakeToB: [IpocMoTp nHdopMarym o
[TK\['pynmax B 6€301acHOM OKPY>KCHHUH

OTtob6paxenue u ¢punbTpanus cooduiennit AntiVir SMC nocie ycTaHOBKH U HACTPOHKHU
IPOTrPaMMHBIX ITAKETOB: IPOCMOTP COOBITUI

[IpocmoTp cTaryca ycTaHOBIEHHBIX IPOTPAMMHBIX TTAKETOB, COOBITHI M COOOIIICHHI B
OKpy>xeHuH 6e3onacHocTH Security Environment:

Pacnpenenenue u 3amyck ¢aitnos u yrunut AntiVir tools B ceTu BHyTpH OKpYKEHHUs
6e3onacHocTH Security Environment:

PerucrpupoBanue Bcex neiicteuit AntiVir SMC B log-daiinax (oniuoHansH0). 9T0 moMoraet oObicTpee
0OHapyXUTh OIIMOKH YCTAaHOBKH NPOTPaMM

[TporpamMMHBIe TAKETHl MOXKHO OOHOBIISATh, UCIIOJIB3YS 3aIlNIAHMPOBAHHBIE 33]Jaul OOHOBJICHUS, a TAKXKe
BBITIOJTHSATH 33/1a4H MEPUOTNISCKOTO OOHOBIICHUS YCTAHOBJICHHBIX MPOAYKTOB AntiVir:

3anyck SMC Frontend
Cwm. rnaBy 3anyck SMC-Frontend u peructpanus na SMC-Server
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6.2 YnpasneHne nporpaMMHbIMA NakeTamm

[Tpu momomu AntiVir SMC Frontend Mo>kHO J1€TKO 1 YI0OHO yCTaHAaBIMBaTh, HACTPAUBATh U YAAJSAThH
npoayKThl AntiVir B BUPTyalbHBIX TPpyINax okpyskeHus 6ezomnacHoctd Security Environment. AntiVir
SMC xpaHuT mpoayKkTel AntiVir B BHIe TaK Ha3bIBAEMbIX IPOTPAMMHBIX ITakeToB (software packs) B
CcOOCTBEHHOMU 0a3e JaHHBIX.

V3ea Software Repository Node
[Iporpammusie nakets orodpaxkatorcst B SMC Frontend B y3ie Software Repository.

'Hi avmc - [Console Root', AntiVir® Security Management Center Frontend',Software Repository]

'@E] File  Ackion  Wiew ‘Window Help |;[i|1|
e~ O B2

[;'! Console Roat Mame | Setup | ‘ersion | License file |
B '..@; Ankivir® Security Management Center Fronten | Bl antivie windows Ser... avwsrv_en.exe Version 6 E:\Daocurnents znd Setti...

B 4 Sof:ware Repositary ¥ Antivi Workstation ... wowks.zip 2.1.8-36 E:\Documents &nd Setti,..

M Antivir Windows Server (English) 1 AWIRA Antivir Wind...  antivie_workstation_win...  Version 7
M Ankivie Workskation (LN

: AYIRA Antivir Windows Workstation (El
E! ﬂ] Seaurity Environment

E% Mew computers

: 3y COMMERCIAL

! L%y ECALOIAM

- Mebwork neighborhood

@l Events

E | Roporks

B ¥ cConfigurations

LA User Management

1 | B
| | |

B obGmactu pe3ynbpTaToB oToOpaxkaercs oomas nHpopMaIs o MmakeTax: uMsl mpoaykra AntiVir, ums
daiina setup u info-daiina, a Taxxke haia TUICH3IUU.

6.2.1 Co3gaHune n yganeHme nporpamMMHOro naketa

[Tpumep npoaykra AntiVir product B manke Software Repository: AntiVir Windows Workstation.
[IporpamMMHBIif MakeT COAEPKUT BCe MporpamMMmHusbie (aitnbl npoaykra AntiVir product info-daiin, Bce
apXUBUPOBAHHBIC U CaMOpacIaKoBbIBatomuecs (Gaitipl U XpaHutcs B 6aze manabix AntiVir SMC.

.
1 IIpoecpammmusbie nakemul Henvss coxparums 08axcovl 8 AntiVir SMC - SMC Server ne noseonsiem
coenams 3mozo.

[

1 Bbi ne cmodiceme ycmanogumu 6 cemu npocpamMmublil nakem, eciu 'y Bac ne 6yoem auyensuu

AntiVir GmbH. Ungpopmayuio o nuyensuposanuu Bol cmodceme naiimu 8 OOKYMeHmMayuu npooyKma
AntiVir.

Co3nanne NporpaMMHOro nakera
v' TIpomykt AntiVir coxpanen Ha [1K B ji0KanbHOI ceTH.

» Kimkuaute npaBoii kHONKO# Ha Software Repository u Beioepute New/Software.
= OTtkpoercst OKHO BEIOOpa MPOTPAMMHOTO MAKETA.

» BriOepure myTh K MpOrpaMMHOMY TAKETy U KIUKHUTE Open.
— [IporpamMMHBIi TaKeT OyIeT COXpaHEH.
> B 00acTu pe3ynbTaToB OTPa3sATCs JaHHbIE, coaepxamrecs B Info-daiine.

» Knwuknute [...], BBeauTe myTh K (aiiiny qumeH3un u kimkauTe Open.
> B o0sactu pe3ynbTaToB 0TOOPa3UTCS MyTh K (aiiy JUIEeH3NH.

» Kiuknute Accept.
> [10 nunensupoBaHo u otrodpakaetcs B Software Repository.
= B obnactu pe3yabraToB oToOpaxkaercs uHpopmanus o [10
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fi avme - [Console Root', AntiYir® Security Management Center Frontend'\Software Repository' Antivir Windo... [H[=]

ﬁj File Action Yiew ‘Window Help |;li|ﬁ|
€ |Bjm| e
(L] Console Root

E % Ankivir®E Security Management Center Fronken TER

-4 Software Repository Package name

M antivir Windows Server (English) Mame: | Antivir Windows Server (Enalish)
- ankivir workstation (LN
Lol AYIRA Antivir Windows Workstation (Ei Installer far this package
I:?J \;Eg Security Environment Setup: I [ —

L Metwork neighborhood
1 Events Version information for this package
N, Reparts

+ - Configurations
LA User Management License far this package

2 & L

‘ersion: I ‘ersion &

5

License File: I hbedy key|

4] | |
| |

THoowcanyiicma, obpamume sHumManue 4mo OAHHBLIL DAtil IUYEeH3UU UCHOLb3YEMCsl MObKO 014 (nepe-)
yemanosku. [l moz2o umo0sl pacuiupums auyen3ulo 015 KOHKpemno20 npooykma, Bam neobxooumo 3azpysumo
¢atin muyensuu ucnoawvsys gynxyuio Copy files.

YnaneHune nmporpaMMHOro nmakera

. Mbui pexomenoyem ne yoansams cyuwecmeayioujue npocpammuvle naKkemol, maxk Kaxk caydaiino Bol
Modiceme yOanums C8A3aHHble Patiibl C HcecmKo20 OUCKa cepeepa.

» Passeprure y3en Software Repository.
> Oto0pa3siTcs COXpaHCHHBIC TPOTPAMMHBIC TAKETHI

» Knukaute npaBoii KHONKOW HAa MPOrpaMMHBIIi MakeT 1 HaxxMuTe yaanuth Delete.
> [10 Oyner ynaneHo u3 6a3bl naHabix AntiVir SMC

6.2.2 YcTaHOBKa, yaaneHne n usMeHeHne nporpaMmmMHoOro naketa
-]
1 Hoowcanyicma, npouumaiime gatin README.TXT 6 kopuesoti oupexmopuu AntiVir SMC.

YcTaHoBKa U yAaneHue nporpaMMHbIX maketoB Ha [1K B okpyxeHHr 6€30MacHOCTH, UCTIONB3Yys AntiVir
SMC, npoucxoauT B 6€30MaCHOM peXHUME, ITO 03HAYAET, UTO MPOLIECC HE MOKET ObITh PEPBAH UIIU
OTMEHEH.

YcTaHoBKa U y/aJeHre POrpaMMHBIX MTAKEeTOB Oy/IeT BBINOJIIHEHA MPH ycloBuH, uTo Bee 11K B
OKpYXEHHH 0€30IaCHOCTH HAXOJATCS B CETH, UMEIOTCA MIpaBa aJIMUHUCTpaTopa u 3anyieHsl SMC
arCHTHI.

B cnyuae, ecnu [1K HemocTymHBI B ceTH, ACHCTBUS WU KOMaH/IbI (HallpuMep, YCTaHOBKA MPOTPaMMHOTO
nakeTa) OyyT COXpaHEHbI M aBTOMATUYECKH CPa3y BBIIOIHEHHI 1ocie Toro, kak [IK/rpynms OymyT
noctymHbl B ceTd. Y 1K OymyT cTaTyc 0KuaaroIiei onepanyn: TEeMHBIH MOHUTOP C OPaHKEBOH
CTPEJIKOI M KpacHBIM MapKepOM ClieBa

. Yemanoska npoepammnvix nakemos mpebyem Hacmpouxu npooykmos AntiVir. Hacmpotixa
YCMAHOBNIeHHbIX NPOOYKmMog AntiVir mpebyem Xopowiux 3HaHUti NApamempos8 HACMpOUKU.
Toowcanyiicma npouumatime u credyume UHCMPYKYUIM N0 Hacmpolike npooykmos AntiVir nepeo

8bINONHEeHUeM YOanreHHoU yemanosku/nacmpouxu npu nomowu AntiVir SMC.

YcTaHoBKa MPOrpaMMHOIO MaKeTa

Avira GmbH AntiVir SMC 54



Hcnonp3ys AntiVir SMC Bbl MokeTe 0JHOBPEMEHHO yCTaHaBIMBATh MPOAYKTHI AntiVir ¢
OJIMHAKOBBIMH HacTpoiikamu 6osee ueM Ha onuH [IK. [TosToMy BUpTyanbHbIE IPYyNIbI OKPYKESHUS
0€30MaCHOCTH JOJDKHBI OBITh CTPYKTYPUPOBAHBI 110 MIPUHIIAITY OJWHAKOBBIX TPEOOBAaHUI K HACTPOMKAM.

1 Ecnu na I1K, na xomopom Bvi xomume ycmanosumov npocpammuulil nakem, He ycmanogien SMC
Agent, mo asmomamuyecku chauana 6yoem ycmarnosien SMC Agent.

Bo BpEMs YCTAHOBKH OTKPOCTCA ANAJIOTOBOC OKHO YCTAHOBKH KOHKPCTHOI'O IMMPOAYKTA, B KOTOPOM
MOKHO BBECTH HCO6XOI[I/IMBIC nmapaMeTpbl

v ¥ [TK/rpynmsl 10JKHBI OBITH HHTETPUPOBAHBI B OKPYKEHHE 0e30macHOCTH Security
Environment nkoHKa cTaTyca J0J/DKHA IMOKA3bIBATh 3€JICHBII MOHUTOP C 3€JICHON CTPEIIKOM.

» Knukuute npaBoii kHonkoi Ha [TK/rpynmy, B kotopoit Ber xoture ycranosuts [10.

» Buioepure Installation/[ums I1O]/Install.

= Ortkpoetcs okno: Installation- Setup Configuration.

» Crnemnaiite HacTpoiiku npoaykra AntiVir u knukaute OK.

= SMC Agent ycTaHaBIMBaeT NPOTrPaMMHBII MaKeT.

' MoOryT OTKPBITBCS IPOrPAMMHBIC THAJIOTH U COOOIICHUS

» B nepese xonconu xnmkaute [1K wim rpynmy, rae Obiia mpou3BeeHa YCTaHOBKA.

= O0nacTh pe3yNbTaToOB OTOOPA3HT NANBHEHIITYIO HHPOPMAIUIO 10 ycTaHOBJIeHHOMY Ha [TK
npoaykty AntiVir product

Ynanenue MpOrpaMMHOro maxKkera

v [TK/rpynmsl 10JDKHBI OBITH HHTETPUPOBAHBI B OKpYskeHHe Oe3omacHocTy Security Environment
MKOHKA CTaTyca JIOJDKHA TIOKa3bIBaTh 3€JICHBII MOHUTOP C 3€JICHON CTPEIKOM.

» Kiuknute npaBoit kHonkoit Ha [TK wnu rpynmy, kotopast conepkut [10 ans yaaneHus
» B xonrekctHOM MeHIO BeiOepuTe Installation/[ums I1O]/Uninstall.

» Kiuknure Yes.

— [IporpaMMHBIii TTaKeT OyIeT yaalieH

> 3anumcu 0 JaHHOM NakeTe OyayT yaaneHsl u3 cBoicTB [1IK B 00mactu pe3ynbTaToB

HN3meHeHne nporpaMMHOIo naKkera
Bb1 MOXkeTe yaansaTh Win J00aBISATH OTACIBHBIE MOIYJIN ISl HEKOTOPBIX MPOAYKTOB AntiVir yepe3
IporpamMmy YCTaHOBKH.

v [TK/rpynmsl 10JKHBI OBITH HHTETPUPOBAHBI B OKPY)KEHHE 0e30macHOCTH Security
Environment, ukoHka craryca JOJ’KHa TOKa3bIBATh 3€JI€HBIA MOHUTOP C 3€JICHOM CTPEJIKOU

» Knuknute npaBoii kHonko# Ha [TK mmm rpynimy

» B koHTekcTHOM MeHIo BeiOepuTe Configuration/[software name]/Configure.

= OTKpoOeTCS OKHO YCTaHOBKHU MPOJYKTa

» Crenyiite IUanory yCTaHOBKH JJIsl TOOABJICHUS WM YIAJICHHUS TPOTPAMMHBIX MOJYJICH
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6.2.3 /lameHeHue HacTpoek npoaykta AntiVir

Hactpoiika ycraHOBIE€HHOTO NpoaykTa AntiVir cienuduuHa JUIst KaKA0To y3Ja, TO 03Ha4yaeT, uTo Bl
MOKETE ClIeJIaTh HACTPOUKH I Kak10ro y3ia. HacTpoliku HaciieIytoTcs CBepXy BHU3 JUIS KaXI0TO
y371a, I3MEHEHUS] OTMEUAIOTCs YePHOM paMKoii B OKHE HacTpoiiku. Bce Hem3aMeHeHHble HaCTpOHKU
OyayT yHacie10BaHbl OT BEPXHEro y3Ia.

Pexomenyercss HAUMHATH HACTPOMKY MpoaykTa AntiVir ¢ caMoro BepxHero ysia Security
Environment. Bce koMmbroTepsI TpyIIIBI YHACIEAYIOT HACTPOHKH. 3aTeM Bbl cMokeTe caenarh
nu3MeHeHus A otaenbHbIX [IK v moarpymnm: koMneroTep nepenuiueT HacTPOMKH, Hacae10BaHHBIE U3
KOPHEBOT'O y3J1a.

Bo BpeMs HacTpoiiky Kax10ro mpoaykTa AntiVir, 11t KaXI0T0 MPOAYKTa OyAyT OTKPBIBATHCS CBOU
nuanorosble okHa: Installation- Setup Configuration, rie MOXHO yKa3bIBaTh apaMeTpPhl
Jlst monosTHUTENTbHON MH(OPMAITUK UCTIONIb3YHTE PYKOBOICTBO MOJIB30BaTENs MPOayKTa AntiVir .

IIpu ycmanoske u nacmpotixe npoecpammHozo nakema na I1K uz oxpyswcenus 6ezonacHocmu
Security Environment omkpuisaemcs nanens nacmpoiiku npooykma. Hacmpotiku docmynivie 8 0anHom
OKHe aHal02u4Hbl Hacmpoukam 6 camom npooykme. B Avira SMC oanuvie nacmpotiku
omobpadicaromest 8 uHOU ghopme.

4" |

Ecnu TIK HegocTyHbI B CETH, TO ACHCTBUSA U KOMaH bl (HapUMeEp, HACTPOHKa YCTaHOBJIEHHOTO
npoaykra AntiVir) OyayT coxpaneHsl B pexume oxunanus B SMC u 3anmyieHbl aBTOMaTH4YECKH, TOCIIe
toro kak [IK/rpynmer OyayT noctynusl B cetr. Mkonka cratyca [1K Oyer mokasspiBaTh 0KUIAONTY IO
OIIEPALMIO: TEMHBII MOHUTOP C OPAHKEBOM CTPEIIKON, KPACHBIM MapKep C JIEBOM CTOPOHBI

Hacrpoiika npoaykra AntiVir

v "') [TK/rpymiisl [oMKHBI OBITH HHTETPUPOBAHBI B OKPYKEHHE 0€30IacHOCTH Security
Environment, ukoHka craryca J0JI’KHa ITOKa3bIBATh 3€JI€HBIA MOHUTOP C 3€JICHON CTPEJIKOU

» Kimmkuaurte npaBoii kHonko# Ha [TK/rpymmy

» Brioepure Configuration/[software name]/Configuration.

OTKpOETCSl OKHO HACTPOUKHU MPOAYKTA

» CrenaiiTe HACTPOMKH MPOTYKTA

Ecnm mHeo6xomumMo cpa3y npuMeHnTh HacTpoiiku k [1K/rpymme:

» Kiukaute Send now.

Hogrbie HacTpoiiku npumenens k [TK/rpyrmre.

Ecnu HeoOxoaumo npuMeHuTs HacTpoiiku k [TK/rpynmne no3zxe:

» HaxwmuTte Send later.

AntiVir SMC coxpaHHUT HACTPOHKH JJIs1 K&KIOTO y3J1a JIOKaJIbHO. BBl cMOXeTe NpUMEHHUTD 3TH
HacTpoiiku k [TK/rpynme mo3xe
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6.3 NpocmoTp nHdopmaumm o MNK/'pynnax B OKpy>KEHUU
©esonacHocTu
6.3.1 NpocmoTp nHpopmaunm o6 yane/lNK

Br1 MoxkeTe mpocMoTpeTh 0cHOBHYI0 HHpopmanuio o [1K win rpymnre, KITUKHYB IpaBoi KHOIKOMA.

Wndopmanus o BUpTyallbHOU TPYyIIIE:
e Yucno IIK B rpymre
o Axtusnsie I1K: uncio 11K moakimiodeHHBIX B JaHHBIM MOMEHT K Anti-Vir SMC.
e [IpoayKT U KOJIMYECTBO: UMSI M KOJTMYECTBO MPOAYKTOB, YCTAHOBIICHHBIX B IPYIIIIE .

Nudopmanms o [1K:
e Otobpaxenue umenu: nms [1K B okpykeHH# 0€30MMaCHOCTH.
e (CereBoe nms/IP: umsa xocta unu cereBoit aapec IP.

CBoiicTBa BUPTYyaIbHON TPYMIIbI
» KiukHuTe npaBoii KHOITKOM MBIITH HA BUPTYAJIbHYIO TPYIIY B OKPYKEHHH
O0e3onmacHocTH U BeiOepuTe Properties (cBoiicTBa).
> OTKpOETCS OKHO CBOWCTB:

Properties of New computers

Computer amount in graup: 2
Available: 2

Product | Count |
AVIRA Ankivir Windows Workst,,, 0
Antivir Workstation {UNIE) 1
Antivir Windows Server (English) 0

Csoiictna 1K
» Knuknute npaBoit kHonkoit Ha [IK B okpy:keHnu 6e3omacHocTH 1 Beioepute Properties
(cBoiicTBa).

= OTKpOETCS OKHO CBOMCTB:
Computer properties

Display name: I testOni

Hostname [ IP;

6.3.2 NpocmoTp nHopmaunm B obnactn pesynLtaTtoB

AntiVir SMC coxpansier paznuunyto uHpopmanuio o [IK niau rpynmne B okpykeHHH 6€30MaCHOCTH
Security Environment, KoTOpyro MOXHO OTOOpa3UTh U OTCOPTHPOBATH B OOJIACTH PE3YIIHTATOB.

[Tpu BEIOOpE TTK mpaBoii KHOMKOI MEHIO TTO3BOJISIET BEIOPATH Pa3IUYHBIC PKUMBI OTOOPAKSHHS:

s rpynmsr: Status (cratyc), Tasks (3agaun), Error Messages (coo0menus o6 omuokax) u Pending
operations (0)XHJAIONINE OTICPALIHIH ).

s ITK: Products status (cratyc nmpoaykra), Events (coositus), Tasks (3amaun), Error Messages

(coobmenust 06 ommOkax) u Pending operations (oxxuaromye oneparmm).

Hacrpoiiku u copTupoBKa oTo0pakaeMoil mH(popmManun

v ‘ "j [K/rpynms! 10MKHBI OBITH HHTETPHUPOBAHEI B OKpYXKEeHHE Oe3omacHoCcTH Security
Environment, nxoHka craTyca JJOJDKHA TIOKa3bIBaTh 3€JICHBI MOHUTOP C 3€JI€HON CTPEIKON
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» Knukuute npaBoii kHonkoi Ha [TK/rpynimy, 11t KOTOpBIX TpeOyeTcst nHpOpMAaIHs.
» BuiOepure TpeOyembiii Bua: Status (craryc), Products (mpoaykrer), Events (coObiThs),
Tasks (3amaun) unu Pending operations (oxumaromniye oneparmm).
> Tpebyemas uHbOpMAIHS OTOOPA3UTCS B 00JaCTH PE3yIbTaTOB
» KimkHuTE Ha 3aroyioBOK KoJoHKH, HanpuMep: Level (ypoBens) wim Time (Bpemst), s
COPTUPOBKH COOBITHIA.
OTtcoptupoBaHHbIe COOBITHSI 0TOOPA3ATCA B 00IaCTH PE3yIbTATOB.

IIpocmoTp cTratyca
DTO OKHO OTOOpaXkaeT cienyromnryto napopmarmio o kaxaom 1K umu rpynme:

“fii avmc - [Console Root', Anti¥ir® Security Management Center Frontend'Security EnvironmentNew compu... B[]

Wﬁ] File  Action  Miew ‘Window Help |_|5|1|
e a@mie | XEFRE| 2
L1 Console Rook Mame | Operating system | Agent available |

E‘% Antivir® Security Management Center Fronten | 5 pacrnng Microsoft Windows %P Profes...  Yes
E @ S R RE R 2 tech Gereric LNIZ s
= &1] Secvrity Environment
El'.ﬂg Tlew computers
L ED testonl
E-9 tech
9y COMMERCIAL
| ¥y salFs
E B rietwork neighborhood
ad Events
E\ Reports
E;']' -t-' Configurations

------ ¥} User Management

« | 2]

| | |
Computer NHpopmaums o komnetoTepe: B cetn "Online", B ceTun, areHT He yCTaHOBMEH
Status

"Online, no agent installed" nnn He goctynHo "N/A".
Hostname/IP | Amsi xocTa unu ceteBon agpec IP

Configuration HacTtpovikn Agent HacneayTCs UM HaCTPamMBaKTCH BPYYHYIO
Name nms TIK.

Operating nHpopManus 00 OTIepaIlMOHHOMN CHCTEME.
System

Ecnun Bbl BbibupaeTe komnbioTep B OkpyxeHun 6esonacHoctn Security Environment, cratyc
npoaykta the Product Status 6ynet otobpaxaTb MHdopmaumio 0: MeHn npoaykta product
name, coctosiHuu npoaykta product state, netansx crtatyca status details.

IIpocmoTp NPOaYKTOB

JlanHoe okHO oTOOpaxkaeT nH(popmanuio o Bcex nmporpammax AntiVir, ycranoBneHHbIx Ha [1K:

't avme - [Console Root', AntiVir® Security Management Center Frontend)Security Environment'New computer... [Ef[=]

"%] File  Action Yiew Window Help |;[iiﬂ
¢ =~ | @@ |2
(L] Console Root | | Module name | Module version | Module details
B- @ Anthir® Security Management Center Fron | | 22 jibueks.so 2.01.08.001 Antivir Workstation SMC plugin
i) Software Repository & antivi3,vdf £.36.00.011 WDF database
= il il
‘ 'Jjg ;x;cunty Environment % antivir 7.02.00.014 AYE component {engine)
: E‘ " watcotn;;ulters ﬁantivir 7.02.00,001 avpack component {packlib)
S ﬁantivir 2.01,08.036 scanner application

- tech
1 Antivir SMC Agent

-7y COMMERCIAL
Metwork neighborhood
@3 Events

E|\ Reports

#-¥7 Configurations z
4] | ENE =
| ! l

Module name crincok ycranosieHHbIX Ha [1K mpoaykToB AntiVir
Module Version Nudopmarnus o Bepcun ¢aiina
Module Details onucanue ¢aiina

H
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IIpocmoTp coObITHI
st kaxgoro mpoaykTa AntiVir TeHEpUPYIOTCS COOBITHS, KOTOpBIE coxpaHstorcs arenTtom SMC Agent:

':m aymc - [Console Root" Anti¥ir® Security Management Center Frontend',Security Environment',New computers'.tech]

'ﬁn File  Action View Window Help |_|_|- <) 5!
e B0 e FRE| @
(L1 Console Root A | | Computer name | Level .. | Product | Ackor ... | Message | Timne =
E"% Antivir® Security M‘.anag “tech Info Antivir Worksta, .. scan process done {code 1 - Found concerning file or b, 9/25/2006
= @ SoFtw.are Reposmory Atech Critical Anivir Worksta, .. Thome/magda/DesktopfUserGuidesStuff 1 /eicar.com.®... 9252006
E] % Security Environmen | | fy poch Critical Antivir Warksta, .. JhomemagdaiDesktopyeicar.come. X had ALERT [Ei...  9/25/2006 —
E|!£I; wa co:puters Ahtech Critical Anivir Worksta, .. Thome/magda/Desktopfeicar,. com. ¥ had ALERT [Eica... 9/25/2006
: Eectmg Ahtech Critical Antivir Worksta, .. Thome/magda/, Trashftest bxt, X% had ALERT [Eicar-T...  9/25/2006
:J t:ztDDI Atech Critical Antivir Worksta, .. Thome/magda/eicar.com. X% had ALERT [Eicar-Test-Si,..  9/25/2006
-y COMMERCIAL “ tech Info Anivir Worksta, . scan process starked OK 9/25/2006
i % SAES ! tech \Warning Ankivir Worksta, .. update process done {code 255) 9f22{2006
rﬂ‘ﬂf Metwork neighborho Atech Critical Anivir Worksta, .. Thome/magda/DesktopfUserGuidesStuff 1 /eicar.com. ... 9/22/2006 =
q e . ; ﬁ Farh. rikical Ankibliv \Wlevlcka thamalmandaiNacktanlaicar carmas YYY had ALEDT [Fi I afoofonf
| | |
Computer name Nwms TTK Ha KOTOPOM CTeHEpUPOBAHO COOBITHE MPOAYyKTOM AntiVir.
Level Jl1st Ka)xa0ro coOBITHS MPOAYKTHI AntiVir mprucBanBalT YPOBHH (CTETICHD
BakHOCTH), HanpuMmep: Critical (kputnueckuii), Warning (npeaynpexnenue) wiu Info (uadopmars).
Product Nwms npoaykra AntiVir, KOTOpBIN CreHEPUPOBAJ COOBITHE.
Actor Wmst mporpaMMHOTO KOMIIOHEHTa CT€HEPUPOBABIIIETO COOBITHE.
Message CrnetuudHBINA 71 KaXKI0TO MPOIYKTa TEKCT COOBITHS.
Time Jate/BpeMst COOBITHSI.
Type [TpomykThl AntiVir mprCBauBaIOT KaXA0MY COOBITHIO THII, HanpuMep: General

(o6muit), Error (ommbka), File virus (3apaxen daiin), Email virus (3apaxxeHo 31.coobieHue) .

IIpocmoTp 3apau

Jnst kaxaoro mpoaykTa AntiVir CymecTByrOT CBOM KOMaH/IbI (HAapUMep, TOMCK WU OOHOBJICHUE).
Ucnonb3ys AntiVir SMC, 3T KOMaHIbI MOXHO 3aIIAHUPOBATH, KAK PETYJIIPHO BBITIOTHSIONTUECS
3agaun. J{na kaxgoro [1K wiam rpynmnbl MOKHO TPOCMOTPETH 3a1a4M. 3a/laur IPYIIN TaKKe
0TOOpaxaroTcs B ciucke s kaxaoro 11K

‘f{n avmc - [Console Root' AntiVir® Security Management Center Frontend',Security Environment'New computers'.tech]

"iﬁ] Elle  action  ¥ew  Window Help |5'ijll
e~ am e FRB 2
(.1 Console Roat hode I [ame l Task bvpe | Period | Start Ackar | Status | Command
=G Antivir® Security Management | | gl pech UnixWrkstUpdate Agent task Daily 9(21/2006 18:53:22  Ankivir Workstatio.., Mot yet executed update
%ﬂ Snﬂ:w.are REPDS'er ’ tech ScanUnixworkst Agent task ‘Weekly 9j22/2006 17:50:19 Antivir Workstatio.., Mot yet executed scan
#D Decteity Envitdhitint " Mew computers  Updateschedule Server task, Daily QJZ1(2006 18:50:58 Antivir SMC Agent Executed successfully update
:ﬁg Mew computers
BB testonl
-5 tech
L LDy COMMERCIAL
E| B Metwork neighborhond
@ Everts
%, Reports
H';I ¥ Configurations
A% User Management
< | B3 | K0 | i
| | !
L ]
1 3anﬂ(1Hup06’aHHbl€ 3a0ayu 0m06pa9fcal0mc,<z KakK Ochua(lfOM/ﬂ/le onepayuu 00 MOMenma 3anycka
Node Wwms IIK nnm rpynmnsl.
Name Nwms 3agaumn.
Task type Server Task: 3anaua SMC. Agent Task: 3anaua SMC Agent
Period Bri6pannas gacrora.
Start Brinonnenue nepsoro 3armycka
Actor [Tponykt AntiVir BEIONTHSIIONUHN 33129y
Status HNudopmanus o craryce 3anaqu.
Command KonkpeTHast a1t Ka’k10ro npoAyKTa KomaHaa 3agauu. [lapamerpsl 31ech He
0TOOpaxaroTcsl.
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IIpocMoOTp OKHMIAOIIUX ONIEPALMA

Jnst kaxaoro mpoaykTa AntiVir CymecTByrOT CBOM KOMaH/IbI (HApUMep, TOUCK WU OOHOBJICHUE).
Ucnonb3ys AntiVir SMC, 3T KOMaHIbl MOXHO 3aIIAHUPOBATH, KAK PETYJIIPHO BBITIOTHSIOLTUECS
3amaun. Ecim 3a1aua He MOXKeT ObITh BhIMOJHEHa n3-3a oTcyTcTBuUA [1IK B cetn, SMC coxpansieT
KOMaH/Iy WIH 33J1a4y KaK 0KHJIAOIIYI0 ONEePaIHio. DTH ONepalui OyayT BHIMIOIHEHBI, Kak ToJlbKo [1K
OyayT nocTynHbl B ceTd. OXUaarolue onepanii MOXXHO IPOCcMOoTpeTh 1 Kaxaoro [1K wnu rpynms

“fii a¥me - [Console Root' Anti¥ir® Security Management Center Frontend'Security Environment'New comp... [Hijm] E3

ﬁ] File  Action Wiew ‘Window Help |Ai|£|
<f=-'|llll‘|l'l'|@

u Console Root Computer name | Operation | Product | Remarks l
= a‘ Antiir® Security Manac ¥ testont Command Ankivir SMC Agent  Command: update

F-‘ @ Software Repository
I:I ;Eg Security Enviranmen
i iﬁg New computers
B9 tech
By test019
#) testoni
+ 2y COMMERCIAL
¢y SpIES
-1 Netwark neighborha _

q o2 | 3
| | |
Computer name Nwms T1K, Ha KOTOPOM JOIDKHO BBIIOJIHATHCS 33aHUE
Operation Tun 3apanus (K npuMepy, yCTaHOBKA WM KOMaHJa
Product [IpoayKT OTHOCSIIUIACS K 3a7a4e
Remarks Wndopmanus o6 oxunaronient 3aaaye, HampuMep THIT KOMaHIbI.

IIpocmoTp ommdoK

Ecnu Bo BpeMs yCTaHOBKH, HACTPOIKHU WM yAaJeHHs POrPaMMHOI0O MAaKeTa, UM BO BpeMsl JeHCTBUS
npoaykra AntiVir Ha IIK B okpyxenun 6ezomacHoctu Security Environment, uiu Bo Bpems
BBITIOJTHEHMSI 3a71a4 WJIM KOMaHI Tpon3oniia omuoka, AntiVir SMC mosxet nmoka3ats B SMC Frontend
log-daiinsl npoxykToB AntiVir u ciayx06 SMC.

OmmOku Beceraa Bo3HUKAIOT Ha ypoBHe 1K, mosTomy y311bl He MOTYT T€HEpHUpPOBaTh OLUIMOKH, TaK KaK
OHU HE MPEJCTABIAIOT (PU3UUECKYIO CETh

Owubku ModHcHo npocmampuams 0as Kaxcoozo 1K uiu epynnei.

':m avm - [Console Root'Anti¥ir® Security Management Center Frontend:Security Environment'New com... [Ejm]

Lﬁ] File Acticn  Wiew Window Help | ;[iiil
e am e FRB 2

[:I Console Root | | Computer name .., | Product name s | Error stat,., | Error message |
B a‘ Antivir Security Manag @testﬂlg Antivir Windows Ser...  Error Installation Antivir Windows Serv...
[ Q Software Repository
CI- @ Security Environmen

@ “ew computers

-4 testiot
) TOMMERCIAL
s

Hetwork neighborho
e ;I'J

ComputerName Nwms T1K, Ha KOTOpOM BO3HUKIJIA OIINOKA
Product Name Nms mpogykTa, KOTOPBIN cooommit 00 ommodke
Error Status CTaTyC OIIUOKH

Error Message Copneprxanue coobmeHus 00 ommoke

Created Bpewms u nara coOutus
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6.4 NpocmoTp cobbiTuin

Kax b1t mpoaykt AntiVir cozgaet ocoObie coObITus, KoTOopble cobupatotcest AntiVir SMC u
orobpaxatorcst SMC Frontend. Crauana SMC Agent cobupaer coObITHS TPOAYKTOB AntiVir u
COXpaHSET UX B JOKaJIbHOM 0a3e JaHHBIX.
[To3xe Ber cmokete mpocmoTpeTs 3tu codbiTis B SMC Frontend:
e BrI MOoXeTe pocMaTpuBaTh U COPTUPOBATH COOBITHS, KOTOPbIE MTPOU30LLTH Ha KaxkaoM u3 1K B
OKpy>xeHuH 6e3onacHocT Security Environment
e BrbI MOXXeTe mpocMaTpuBaTh U COPTUPOBATH COOBITHA, KOTOpBIe pon3onuin Ha Beex [1K B
okpyxennn 0e3zornacHoctu Security Environment B y3ne Events. Tonbko B y31e Events Bor
MOYKETe COPTUPOBATH COOBITHSI IO ONPEAETICHHBIM KPUTEPHSIM.

¥V3ea Events (co0bITHs)

[Tanens pesynbraToB y3na Events oroOpakaer netanbHO BCe COOBITHS, KOTOPBIE TIPOU3OIILIH B
OKpy>xeHuH 6e3onacHocTH Security Environment.

CrpykTypa npocMoTpa coObITHI Bcero oKpy»keHus 6e3onacHoctu Security Environment cxogna co
cTpyktypoit mpocmotpa [1K (cm. IIpocmotp undopmarnmu 06 yzne\l1K).

'ﬁh aymc - [Console Root" Anti¥ir® Security Management Center Frontend',Security Environment',New computers'.tech]

l%] File  Action Yiew ‘Window Help | = |5|ﬂ
= [ :
&= | BE| BB 2
(L1 Console Root A | | Computer name | Level .. | Product | Ackor ... | Message | Timne =
B % AntivirE Security M‘.anag e Info Ankivie Worksta.,.. scan process done (code 1 - Found concerning file or b, 9/25/2006
Bl @ Software Repositary Ahtech Critical Antivir Worksta, . Thome/magda/DesktopfUserGuidesStuff 1 /eicar.com.®... 9252006

= % Security Environmen Atech

Critical Antivir Worksta, . Thome/magda/Desktopfeicar,. comes, X% had ALERT [Ei...  9/25/2006 —
i H--:ﬂg Mew computers Ahrech

A T2 Critical Ankivir Worksta,.. Jhomemagda/Desktopfeicar,com,Xxx had ALERT [Eica... 9/25{2006
':3 bestolD Ahrech Critical Ankivir Worksta,.. Jhomefmagda/. Trashftest bxt, %% had ALERT [Eicar-T..,  9/25/2006
& beckonl dhrech Critical Ankivir Worksta.,.. Jhomefmagdafeicar. com. X¥% had ALERT [Eicar-Test-Si,..  9/25/2006
i .) COMMERCIAL “ tech Info Ankivir Worksta,.. scan process starked OK 9f25(2006
L%y spEs ! tech Warning Antivir Worksta, ., update process done {code 255) 92212006
r+_'| B Metwork neighbarho Ahtech Critical Antivir Worksta, .. fhomefmagda/DeskbopfUserGuidesStuffl feicar. com. ... 9/22/2006

- [1 Farh, rikical Arkittie Wdowlcka tharnatrnandaiNackbanlaicar_carna, %Y had A1LEDT [E; | c\foofont‘ﬂ
4 I I 3 4 3

CopTupoBKa COOBITHIT
Bbl MOkeTe OTOUIBTPOBBIBATH COOBITHS M OTOOPAKATh TOJIBKO TpeOyeMbIe pe3yabTaThl. Bo3MOXKHBI
CJICYIOLINE BapUAHTHI:
e All: otoOpaskeHre BceX COOBITHI 0a3bl TaHHBIX;
e Level: oToOpaxkenue coObITHi onpenencHroro yposus (Critical/kputndaeckoe,
Warning/npenynpexnenue unu Info/undopmarus);
e Type: oToOpaskeHue coOBITUI BEIOPAHHOTO THIIA,
e Product: oToOpaxkeHue coObITHIA onpeneneHHoro npoaykra AntiVir. IpoxyKTsl 1OCTyIHbIE IS
¢unbTpanuu coaepxarcs B MeHio Filter/Product;
e String: oroOpaxaet coObITHSI, KOTOPBIE COAEPIKAT OMPEIEIIEHHOE BhIPAKEHUE

IIpocmoTp u puabTpanus coObITHI

V3en Events nmokasbiBaet coObITHSI, TonyueHHble SMC Agent u3 npoaykToB AntiVir okpyKeHus
6e3onacHoctu Security Environment, Hanpumep, coObITHSI CTeéHEpUPOBaHHbBIE NIPH MTOMCKE BUPYCA.

» Knuknute Events
- [lanenb pe3yabTaToB 0TOOPA3UT BCE COOBITUS OKPYKEHHs Oe30macHoCcTh Security
Environment (GuibTp BBIKIIOUEH)
» Ecim x1MKHYTH Ha 3aT0JIOBOK KOJIOHKH, TO TaHHBIE OyIyT OTCOPTHPOBAHBI IO KPUTEPHUIO
KOJIOHKH, Hantpumep, Level wiu Time.
» Knuknute npaBoii kHonkoit Ha Events
» Brioepure Filter u BeiOepuTe Hy)KHBIE TapaMeTphl (GUIBTPALHH.
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= Bbl yBuHTE OTGUIBTPOBAHHBIC TaHHBIC B 00JACTH PEe3yJIbTaTOB

— 1IN —
BeiOepute Filter/String u Hameuaraiite B okHe String filter:
String filter
Fleasze supply the text to be filered

l| Cancel |

» Ilocne Habopa Tekcra knukanTe OK.
> TpeOyemble gaHHBIC 0TOOPA3ATCS B 00JIACTH MPOCMOTPA

Yaajaenue coOLITHH
Co BpeMeHeM CITUCOK COOBITHH pa3pacTaeTcst 1 Bam MokeT moTpeOoBaThCs yAaIUTh €T0 JIs

COXpaHEHHs MeCTa Ha JIUCKE
» Knuknute npaBoii knonkoii Ha Events u Beioepute Delete all.
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6.5 BbINoNHEHMe KOMaH 1 NraHMpoBaHne 3agad

Jns kaxoro nmpoaykra AntiVir CylecTByIOT pa3iMyHble BO3MOKHOCTH BBIITOJIHEHUS TaKUX JACHCTBUI,
KaK MTOMCK BUPYCOB U BBINTOJIHEHHE OOHOBIICHHIA, MCTIONIB3YS 0COOBIE TapaMeTphl WK TNIAHUPOBAHHUE.
BbI MOXXeTe HACTPOUTD, aKTUBUPOBATH U 3aIJIAHUPOBATH 3TU ASUCTBU, cnonb3ys AntiVir SMC s
[IK u rpynn B okpy>xeHun 6e3onacHoctu Security Environment. JleiictBue, nnunurpoBaHHoe AntiVir
SMC (Hanpumep, MOKMCK), CUUTAETCA KOMaH0i command, a 3aIIaHUPOBAHHOE OTHOKPATHO WIIN
MHOTOKpPATHO TIOBTOpsIOIIeecs Ha3biBaeTcs 3aaaueid Task (Hanpumep, exeHeeIbHOe 0OHOBIICHHUE).

3amaun MoryT ObITH Ha OcHOBe SMC miu Ha OCHOBe Agent:
e 3agaun SMC coxpaunsitorcst B SMC. D10 obecrieunBaeT BblnosiHeHueE 3a7a4 Ha 11K, koTopbie
OyAyT BKJIIOUEHBI B TPYIILY MO3/HEE
e 3anmauu Ha ocHOBe Agent coxpanstoTcs Ha [1K, Ha KoTopoMm OHM OyyT BBIIIOJIHEHBI IIPH
YCTaHOBJIEHHOM areHre. To 00eCreYrBaeT BbIIIOJHEHUE TEPUOINYECKUX 3a/1a4, TAKUX KaK
nouck Bupycos, Ha [1K, KoTopblif HaXOAUTCS HE B CETH, HAIIPUMEp, HOYTOYK.

AntiVir SMC MoOXeT 3ammycKaTh BCe KOMaH b, KOTOPbIE BO3MOKHO BBIINOJIHUTH HA YCTAHOBJIECHHBIX
npoaykrax AntiVir.
L ]

1 Hononnumenvuyro unghopmayuio o komanoax u napamempax AntiVir Bul nonyuume 6
doxkymenmayuu npooykma AntiVir.

» BHuMaTenpHO mpouYnTaiiTe BCe MHCTPYKIUH Mepe] BhIModHeHneM koMana AntiVir SMC u

IUTAHUPOBAHMEM 3a/1ad.

Pe3ynbpTaT KOMaHbI WM 3a/1a4M MOXKHO YBHUJIETh B 00JacTH pe3ysibTaToB y3ia Events wnu y3na rpynnst
i T1K.
Ecnu I1K HegocTynHbI B C€TH, TO JEHCTBUS U KOMaH/bl (HalpuMep, HaCTPOIiKa yCTaHOBIEHHOTO
npoaykra AntiVir) OyayT coxpaHeHsl B pexumMe oxunanus B SMC u 3anmyiieHbl aBTOMaTHYECKH, TOCIIe
toro kak [IK/rpynmsr Oymyt noctymHsl B cetu. Mkonka craryca [1K Oymer mokasbIBaTh 05KUAAIOMTYIO
OIlepalIo: TEMHBI MOHUTOP C OPaH)KEBOW CTPEIKOM, KPACHBIA MapKep € JIE€BOW CTOPOHBI

BoinojHeHne KOMaH/

‘ v [TK/rpynmsl 10JKHBI OBITH HHTETPUPOBAHBI B OKPY)KEHHE 0e30macHOCTH Security
Environment, nkoHKa cTaTyca JOJKHA TOKa3bIBATh 3€JICHBI MOHUTOP C 3€JICHOM CTPEJIKOH.

» Knukaute npasoii kHonkoi [IK/rpynmy n Beioepute Commands.
> [ToxMeHr0 0TOOPA3HUT YCTaHOBJICHHBIC POAYKTHI AntiVir products U Bce UX KOMaH/IbI.
» BriOepure koMaHy (HarpuMep, MOUCK).
— Ecnu koMaH/1a JI0IyCcKaeT MmapaMeTpbl, TO OTKPOESTCsl OKHO BBOJIA MY TH K MPHIIOKECHUIO U
apaMeTpoB.
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Commanids

Scan
Scan profile ]Lu:n:al Drives l]

Manual Selection |

Display mode {Im-'isil:ule L]

-Action For concerning Files -
Automatic Mode Iv

Copy file to quarantine [

Primary Ackion {repair

Lel Lo

Secondary Ackion Iquarantine

Schedule this command

Cancel

» Baeante nmapamerpsl n Haxmute OK.
> Komanpa 3armymieHa u pe3yJibTaTsl oTpaxxeHsl B y3ie Events o0macty pe3ynbTaTos.

IlnannpoBanue 3a1a4 HA OCHOBe Agent
L ]

l Oma npoyedypa pexomenoosana cneyuanvro ona 11K, komopule ne NOCMOAHHO HAX00AMCA 8
cemu, Hanpumep HOYMOYKU.

Bce AOCTYIIHBIC KOMAaHJbI MOTYT OBITH 3allJIaHUPOBAaHbI HA OIIPCACIICHHOC BPEMAI. Takue komaHbI
Ha3bIBAIOTCA 3aJa4aMHU.

v ‘ % IIK/rpynms! 10KHBI OBITH HHTETPUPOBAHBI B OKPYKEHHE Oe30MacHOCTH Security
Environment, nkoHka ctaTyca J0JDKHA MTOKa3bIBaTh 3€JICHBIM MOHUTOP C 3€JICHON CTPEIIKOM.

Kiukaure npaBoit kaonkoii [1K/rpymiy u Beioepute Commands.
» Knuknute npaBoii kHonkoi [IK/rpynmy n Beioepure Commands.
- [ToameHto 0TOOpa3HUT YCTaHOBICHHBIC MPOAYKTHI AntiVir products u Bce UX KOMaHIbI.
» BriOepure koMaHy (HarpuMep, MOUCK).
= Ecnu koMaH/1a JI0IyCcKaeT mapaMeTpbl, TO OTKPOESTCsl OKHO BBOJIA My TH K MPHIIOKECHUIO U
apaMeTpoB.
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Commands [E

Scan
Scan profile JL::n:aI Drives _‘_'_]

Manual Selection |

Display mode 1Im-'isi|:ule _'_]

-Action For concerning Files -
Automatic Mode Iv

Copy file to quarantine [

Primary Action {repair L]

Secondary Ackion ]quarantine _‘_"_]

Schedule this command Cancel |

» Baenute napamerpsl u Haxmute Schedule this command (3anannpoBath KOMaHy).
Y Otkpoercs auamorosoe okHo Creating CO3JIaHUE 3aJ1a4H):

Create a Task

Flease supply the task name

sCanning

Execute bask

% O timne: [ Server hased
" Hourly

7 Daily

" Weekly

i Manthly

" Every |2 hours

| Mexk = | Cancel

» Beeaurte nMs 3aJ1auu U BEIOCPUTE YACTOTY BBITOJTHCHUS.
» Yo6enurecs, uto onuus Server based He akTuBHA.
» Haxwmute Next (nanee).

OTKpoeTcsl OKHO yCTaHOBKHM BPEMEHU U J1aThl:
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Create a Task ﬁ

Please select the dake and kime
when ko execute the task

Start kime Start date
| 46 PM = |01-aug-07 Lj

< Back | Finish | Cancel ‘

» BriOepute Bpems u naty 3amycka u Haxmurte Finish (3aBepmuts).
> 3amava ycraHOBJICHA U OTOOpaxkaercsi B oomactu pe3ysbratos [IK/rpynmb

I[InanupoBanue 3aga4 Ha ocHoBe SMC
BrimonnuTe onepanuu, Kak onucaHo BbIIIE, 10 NosiBjaeHus: okHa Creating a task:

Please supply the task name

scan_serverbased
Execute task
i One tme W Server based

" Hourly

7 Manthly

" Every hours

| Mexk = | Cancel

» BBeante nms 3a1auu ¥ BBIOEPHUTE YaCTOTY BBITOTHEHUS
» AxrtuBupyiite onmuio Server based.

» 3arteM npoJoJUKaiiTe, Kak onucaHo B paszaene [lnanupoBanue 3a1a4 Ha ocHOBe Agent

OTto0pazkeHHe 32124 WJIH 0KUIAIOIIHX OMepPanuii

3aruTaHMpOBaHHBIE 33/1a4H OTOOpakatoTcs B oonmactu pe3ynbraToB [1IK/rpynmbl, B KOTOPBIX OHA
3aIIaHUPOBAHbI.
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» Knmknaurte npaBoii kHornko# Ml Ha [TK/rpymmy u Beioepute Tasks (3amaum) v Pending
operations (0XXHIa0IINE OTIEPAITHH).
> BbI yBUAKTE 3a1a4H C JOMOJHUTEILHOM HHPOpManeit

Oro0paxenue 3a1a4 1Jis1 nporpaMMHbIX nakeToB Software Packs nam SMC Server
3arutaHupoBaHHbIE 3a/1a4 00HOBIEHHS KoMIIOHEHTOB SMC Server uiy mporpaMMHBIX ITAKETOB
otoOpakarotcs B y3ie Events Security Management Center Frontend.
» Knuknute npaBoii kHonkol AntiVir Security Management Center Frontend u BeiGepuTe
Update/ Show tasks.
= 3amgaun 0TOOpasaTcs B 00JIaCTH PE3yJIbTATOB:

(2| Avira Security Management Center, |‘Z| |E@
@ File  Action Miew  Window  Help _]5 x|
eI

(] Avira Security Management Center Mame | Taskkvp | Periode J Stark ] Skatus

=t :-'3 Avira Security Management Center Frontend W ankivie Windows W .. Server Task Craily afzziz2006 Mot yet executed
8 software Repasitory W ankivie Windows W ... Server Task Draily 9f2zf2006 Mot vet executed

= 'ﬂf' S..icir;tri:rnwronment W Server Update Server Task One Time Q212006 Executed successfully

2 tech

B B network neighborhood
-4 Events
: .| Reports
=¥ Corfigurations
¥ .
- B General

3 i

i ’&;’ Server

8% Event Manager

by ’%’ Internet Update Manager
: AL Blert Manager
%3} User Management
T+ @ Internet Update Manager

Name Nwmsa 3agaun

Task Ha ocunoge Server: 3agauu 1y1s nporpaMmmHbix naketoB 1 SMC Server Bcerna
type Ha ocHOBe SMC

Period  BriOpanHnas yacToTa BBHITTOJIHEHUS
Start Bpewms nepBoro 3amycka

Status Wndopmanys o BBINOIHEHUH 331a41
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6.6 Co3gaHue 1 NPOCMOTP OTYETOB

Brl MokeTe coznaBath oTueTsl Ais oTaenbHbIX [IK/rpynm B okpyskeHun 6e3onacHocTu Security
Environment, ucnons3yst SMC Agent.

Crauvana Bam HeoOXomuMo co3/1aTh madIoH s KOHKpeTHOTo Tuna otdeta. AntiVir SMC
HOJ/IEP’KUBAET BCE THIIBI OTUETOB, KOTOPBIE MOAECP)KUBAIOTCS MPOTyKTaMu AntiVir, yCTaHOBIEHHBIMU

B OKpyxeHuH Oe3onacHocTu Security Environment.
[ ]

]. JononnumenvHuyro ungpopmayuio o munax omuemos Buvl Hatioeme 6 0okymenmayuu npooykma
AntiVir product.

» Tloxanmyiicra, mpoYnTaliTe BHUMATEIILHO BCE HHCTPYKIIMH, OTHOCSIIIIHECS K THUITY OTYETOB,
nepesl Co3/1aHueM U MIaHupoBaHueM otyeToB AntiVir SMC.

SMC Agent co3nact ot4eT Ha ocHOBe I1absaoHa u nomuiet ero B SMC Server.

¥Y3ea Reports (oT4eTsbl)
[Tpu BEIOOpe Reports B 00:1acTH pe3yIbTaToB OTOOPAXKAOTCS MIA0JIOHBI i OTYETHI.

CZ| Avira Security Management Center

@ File  Action  View  Window Help = 5_|J
¢ = @m £
I[CI Avira Security Management Center Template name | Template byps | Group . | Timeframe ... | Start time | Schedule

=1 Avira Security Management: Center Frontend 35 Products Yerwaltete Produkke server Mot avalable  02-Aug-07 12:30:14 Manthky

;i & software Repostory 7% detected malware Gefundene Malware Server 7 days 02-Aug-07 12:31:52 Wieekly
— ;EI; Security Environmment

=] :ﬁg group 1
: 29 testl
PO server
: 3 testd
=5 testz
T Awita SMC Agent
f?; Avira Ankivie workstation (UM

: : 2 tech
B Network neighborhood
@ Events
— &) Repaorts
= _\:“' Products
35 detected malware
=9 Corfigurations
A% User Management
& @' Internet Update Manager
£ ?
Template name Hwms oTyeTa, onpenesieHHOE MOJIb30BATEIIEM
Template type BriOpanHbIif TUIT 0OTUETA
Group Buptyansnsriii [1K/rpymnma, Ha KOTOpOM 3aIryIieH OT4eT.
Timeframe Yacrora oTtdera (T/1€ BO3MOKHO).
Start time Bpewms niepBbIX 0OTUETOB.
Schedule BriOpaHHBIi BpeMEHHOM MHTEPBAJ OTUETA

Co3aanue HIA0JIOHOB 0TYETOB

") [K/rpynms! 10MKHBI OBITH HHTETPUPOBAHEI B OKpYXKEeHHE Oe3omacHoCcTH Security
Environment, nxoHka craTyca JOJDKHA TIOKa3bIBaTh 3€JICHBI MOHUTOP C 3€JI€HON CTPEIKON
» Knuknure npaBoii knonkoii Ha [TK/rpynmy u Beioepute Create report.
= OTKpOETCs OKHO CIIETYIOIIETO BU/A!
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Select Report type @

Ayvailable Repart types 1 Timeframe

Yerwaltete Produkke " One day {7 One guarter
Installierte WDF-Version
Installierte Engine-Yersion
Installierte ¥DF- und Engine-Wers

I Ome year

Gefundene Malware

Gefundene Datei-Malware £ Cne month
Gefundene Email-Malware
Top 10 Malware

g " Specific:

Top 10 infizierte Dateien
Top 10 infizierte Rechner
Taop 10 infizierte Benutzer Lask: | l :I I _i
Lizenzinformation

Report ber die gefundens
Malware auf den verwalteten
Rechnern in der gewhlten
GBruppe,

| Mexk = | Cancel l

» BriOepure THIT OTYETa U MHTEPBAJ BpEMEHH OT4YeTa M HaxkmMuTe Next/nasiee.
> Otkpoercs okHo Configure Report:

Configure report

Mame: | detected malware

-Scheduler —

Startdate |0z-aug-07 v Starttime: |12:31:52PM

" Daily
" ekl

7 Monthly

« Back. | Finish | Cancel

> Baenute M4 mabiaoHa oTYETA

Ecnu Bam Heo6x01uMo 3amycKaTh OTYET PeryJsipHO:
» Brioepure ommmro Schedule report, BBeauTe naTy, BpeMs  9acTOTY 3aIycKa oT4eTa
» Haxmure 3aBepiuthb Finish.
Coznman mabnon otdera. OtyeT OyIeT CO3/1aH HEMEJICHHO WK OyIeT 3aIUTaHUPOBaH IS
MEPUOANYECKOTO BHIMIOTHEHHS U 0TOOpaxkaeTcs B y3iie Reports.
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PenaktupoBanmne madJg0HOB 0TYETOB
[ ]

1 B wabnoue uenvza menames mun omuyema
Ecnu Bt xomume uzmenums mun omuema, Bvl 00101CHbI c030amb HO8bIU WAOI0H

» Knukaute npaBoii kHonKkoii Ha mabioH B y3ie Reports u Beioepute Properties.
> Ortkpoetcs okao Select Report Type/Bsi00p Trma otyera.
» 3necy Bl MOXeTe peakTHpOBaTh IPOMEKYTOK BpeMeHH, KIMKHUTE Next/mnamnee.
> Ortkpoercs okao Configure Report/mactpoiika oTuera.
» BbI MOXeTe I3MEHHUTH UMsI, HACTPOWKH TUTaHUpoBIIuKa; HakMuTe Finish/3aBepmurs.
= l3MeHeHHs COXpaHEHBI.
> M3meHeHHbIH M1a0I0H OTYeTa OTOOPA3UTCS B 00JaCTH PE3yJIbTAaTOB.

IIpocmoTp oTyera

OTtuetrsl SMC Agent MOXHO IpocMaTpuBaTh B BUe Tabnul uinu ¢aiinos HTML.
» Passepnure y3en Reports nepeBa KOHCOH.
- [lanenp pe3ynbTaToOB 0TOOPA3UT UMEIOIIUECS AOIOHBI.
» Knukaute npaBoii KHONKO 11a0JI0OH OTYeTa
= BeI yBHIHTE CO3/1aHHBIC OTYETHI C JATOH/BpeMEHEM Havalsla 1 KOHIa
» Knukaute npaBoii KHONKOW HY>KHBIN oT4eT U Beioepute List mmn HTML.
> Ortuer oTOOpa3KUTCs B 00JIACTH PE3YIHTATOB

ITeuaTs oTUETOB
[ ]

]. AntiVir SMC cozoaem omuemul 6 6ude HTML-cmpanuy, ucnonvsys peoaxmop HTML Baweti
onepayuoHuol cucmemvl (Hanpumep, Microsoft Word unu Microsoft Internet Explorer).

» BriOepure otuer

» Knukaute npaBoii kHONKoi 1 BeIOepuTe Print/mevars.
> Ortuer otkpoercs B penakrope HTML editor.

» Hcnonp3yiiTe KOMaHAy TI€YaTH PEIAKTOpPa.
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6.7 PacnpegeneHue n BbinonHeHne dannos/nporpamm B 6€3o0nacHOM
OKPY>XEHUM

1 Bbl mosiceme pacnpedensimos mobKo Onpeoeienubie npospammel, cepmuduyuposannvie Avira
medncoy IIK 6 oxpyacenuu 6ezonacnocmu Security Environment.

AntiVir SMC umMeeT 1Be BO3SMOXKHOCTH pacIipeesieH s U 3amycka (HailioB HIU NPUIIOKEHHUHA
(ceprudummpoBannbix Avira) yaanenHo Ha Bcex [IK okpyskenus 6e3omacHoctu Security Environment.

e BrbI MOXXeTe pacnpeaenuTh 000 (aitn uin mporpammy (BO3MOKHO C TTapaMeTpaMH 3aIycKa
i komanaoi) cpenu 11K unu rpynmn, HanpuMep, crenuaabHble yTHIUTHI YAAJICHUs BUPYCOB,
(aiispl TMLEH3UH U T.J., @ TAK)KE HEMEUIEHHO UX 3aITyCTUTh.

e Brl moxkere yaanenHo HacTpoutb SMC Agent miist 3amycka nporpamm Ha npyrux [1K, a Taxxke
3aIIaHUPOBATh BCE ATH 3aJjauu

[Tpu oTkpeITHH 00MIETO MoCTyMA (share) dailyibl KONUPYIOTCS B AUPEKTOPHIO YCTAHOBKH MPOYKTa
AntiVir, kotopsiit Bl BeiOpanu ( \\<smc server>\C:\Program Files\AntiVir Security Management Center
Agent). DTa nupektopusi OyneT KOpHEBOU A Takoro poxa nevicteuil B AntiVir SMC. Bwr MmoxeTe
TaKXe CO3/1aTh MOAUPEKTOpUIO (Harpumep,...\New-VDF-files) nis 6oee 6picTporo noucka ¢aiinos.
JU1s1 OTKPBITHUS POTPaMMBbI yTAJIEHHO OHA JI0JDKHA HaXoauThes B manke SMC Agent
(\Client\C:\Program Files\AntiVir Security Management Center Agent).

[ ]

1 Ecau Bol xomume ucnonw306amo 0aumyio QyHKYUio uawye, peKomMeHoyemcs co30ams
CMAanOapmuyto oupexmopuio 0isi ckonuposanuwix gaiinos. Ipumep. ...\Shared Files.

A Bo3moskHa moTepsi JAHHBIX NPU HENMPABUJILHONW HACTPONKH MPOrpaMmbl!

Ilpu pacnpeodenenuu ucnornumvix hatiios:
Tooicanyticma, 6HUMAMENLHO NPOYUMATIME UHCIPYKYUIO K NPOSPAMMAM, KOMAHOAM U NAPaAMempom
nepeo ux npumenenuem ¢ AntiVir SMC.

Ecnu nporpammsl He HOJb, TO B SMC Agent nocbutaercst coObiTe omMOKU. IT0 OyneT 0TOOpaeHo B
Events.

Ecnu I1K HegocTynHbI B CETH, TO AEMCTBUS U KOMaH/bl (HallpuMep, HaCTPOIKa yCTaHOBIEHHOTO
npoaykra AntiVir) OyyT coxpaHeHsl B pexume oxxkunanusg B SMC 1 3amy1ieHbl aBTOMaTHYECKH, TIOCTIe
toro kak [IK/rpynmsl OynyT noctynusl B cetu. Mkonka craryca I1K Oyaer mokasbIBaTh 05KUAAIOIIYIO
ONepalrio: TEMHBI MOHUTOP C OPAH)KEBOU CTPEJIKOM, KPACHBI MapKep C JIEBOW CTOPOHBI

Pacnpenesienne u oTkpbiTHE (hailnoB/mporpaMm

‘ "j [K/rpynms! 10MKHBI OBITH HHTETPUPOBAHEI B OKpYXKEeHHE Oe3omacHoCcTH Security
Environment, nukoHka cratyca J0JKHA IMOKa3bIBaTh 3€JICHBII MOHUTOP C 3€JIEHON CTPETIKOM.

» Kimmkuaurte npasoii Ha [TK/rpynmy u BeiOepute Installation/[AntiVir product]/ Copy files.
> OTtkpoeTcs OKHO KOMPOBaHHS (aitiIoB:
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-Choose Files List -

CilAviralankivie workstation winfu en.gxe - add
- delete

Cancel

Subdirectory: ||

Execute

[ Execute selected file after copy operation

Parametet: |

Command |

» Knukaure Add u Beioepure ¢aiin(s1)/mporpaMmy(bl) A5t KOTHPOBAHHSL.
» Jlns ckonmpoBaHHBIX (haitioB Bel MoxeTe co3aaTh MoaKaTaior

Ecau Bel X0THUTE HEMEIJICHHO OTKPBITh CKOITUPOBAHHBIC q)aﬁHLII

» Brioepure Execute ... u BBequTe Hy)XHBIC TapaMETPhI UM KOMaHTy.

O6wun poctyn K doannam nMULEH3UN
[ns npoanenus nuueHaun npogyktoB Avira Bam HeobxoanumMo HOBbIM hann nvueHsuu,
ncnonbaysa gyHkuunio Copy files.

OGHoBUTe (hain nuueH3un B Software Repository Ans Ucnonb3oBaHWs ero Ans AanbHenwmnx
yCTaHOBOK.

KnnkHuTe npaBomn KHOMKOW MblIwiv no Kkpyne unu MK, Ha KoTopom ycTaHoBreH Npoaykt AVIRA
B OKpy>xeHun 6e3onacHocTn Security Environment, Bbibepute Installation/[Avira
product]/Copy files 1 BbINONHUTE OnepaLmio ONUCaHHYIO BbiLLE.

3anmyck nmporpamMmm

v "': [IK/rpynmsl 10MKHBI OBITH UHTETPUPOBAHBI B OKPYKEHHE 0e30macHOCTH Security
Environment, nkoHka ctaTtyca JOJKHA TOKa3bIBaTh 3€JI€HBIM MOHUTOP C 3€JICHON
CTPEJIKOM.

v TIporpamMubie (aiiiibl XpaHaTcs B KaTajaore ycranoBku [TK/ rpyrmmb.
» Knuknaure npasoit kaHomnko# [TK/rpynmy u Beioepure Command/AntiVir SMC Agent/

execute.
> Otkpoercs okHo Commands
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Commanids

ApplicationPath | C:\Program FilesiMotepad. exe|

Schedule this command | K | Cancel |

» Beeante myTh 1 ums ¢aitna (manpumep, Shared Files/Notepad.exe).
» Eciu Bel xoTHTE 3amycTUTH NTporpammy HemeuieHHO:HaxxkmuTte OK.
- [Iporpamma OyzeT 3amymieHa

- 1IN —
Ecnn Bel xoTHTe 3amyckats nporpammy nepuoaundecku: kiukHure Schedule this command
(3arutarupoBath qaHHYI0 KoMmaHy) The task is displayed in the computer/group Details pane.
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6.8 YcTpaHeHue owmnbok

Ecin Bo BpeMsl yCTaHOBKH, HACTPOMKH, YJAJICHNs IPOrPaMMHBIX ITAaKETOB WJIM BO BpeMs JEHCTBUM
npoayktoB AntiVir Ha [1K mnum rpynmax wim Bo Bpemst BEITIOJTHEHUS! KOMaHIbI M 33]]a9i BO3HUKAIOT
omnOku, AntiVir SMC MosxeT oTo0pa3uth log-daiinsl npoaykroB AntiVir u ciry:x6 SMC B SMC
Frontend.

Omuoxu BCCTJla BOBHUKAIOT HAa YPOBHC KOMIIBIOTEPA, ITOITOMY Y3JIbl HC MOT'YT CO3/1aBaTh OIHI/I6KI/I, TaK

KaK OHHM HC€ CO3Jar0T (1)I/I3I/I‘IeCKy10 CCTh.
L]

]. s pewenus npobaiem mvl pekomeHoyem cHayania nposepumo log-gaiinet npooykmos AntiVir u

npu He0OX00UMOCIU COXPAHUMDb UX OIs1 00paUleHUsl 8 CLYAHCOY NOOOEPHCKU
6.8.1 NpocmoTp Log-dhainnos

v |F [TK/rpymiisl [OoMKHBI OBITH HHTETPUPOBAHBI B OKPYXKEHHE 0€30MacHOCTH Security
Environment, ukoHka craryca J0JI’KHa TOKa3bIBATh 3€JI€HBI MOHUTOP C 3€JICHOM CTPENIKOU

» Knuknute npaBoii kHonkoii Ha [1K u BeiOepute View logfile.

SOtkpoetcst okuo Logfile of [ums ITK].

» KimkHuTe Ha cTpenky Hucnagaromiero MeHio B oiie Choose logfile
> MeHio 0TOOpa3HT CIHCOK JTOCTYIHBIX l0g-(aiiaoB:

Il Logfile of tech [_ (O]
~ Choose logfile
- .
Flease chooss the logfile Please choose a filker
53 [ [ =

—|Server logfile
Agent

Agent Update Logfile i
Ankivie Workskation (UNIX) —

==

» BriOepure log-dariin.
- Log-daiin 0ToOpa3uTcs B OKHE

» Knukaute Ha cTpenky Hucnagaroniero mearo Choose a filter.
> Hucnanaroriee MEHIO OTOOpPA3UT JOCTYIHbIC (QUIBTPHI:

Ml Logfile of testn01 =

—Choose logfilz

K
Please chooss the logfile Plzase choose a filker

IServer loafilz j INDne

‘Warnings
9f2212006,11:11:40] [INFO] 10.2.101.1 Setup: Remaving the agent installer ser{Errors Save |
9/2212006,11:11:40] [INFO] 10.2.101.1 Setup: The agent installer service was removed successfully,
9f22/2006,11:11:40] [INFO] 10.2.101.1 Setup: Removing temporary files,
9fzz2/2006,11:11:43] [INFC] 10.2.101.1 Setup: Temparary files were removed successfully,
9f2212006,11:11:43] [INFO] 10.2.101.1 Setup: Terminating the connection to the target computer,
9f22/2006,11:11:43] [INFO] 10.2.101.1 Setup: The connection was terminated successfully,
9/22/2006,11:11:58] [WARNING] test001 Instalation AVIRA Antivie Windows Warkstation (English NT): Antivin
9f2212006,11:27:41] [INFO] test00] Installation AYIRA Antivir Windows Workstation (English MT): Starting inst
9f2212006,11:27:48] [WARNING] test001 Instalation AVIRA Antivir Windows Workstation (English NT): Antivin
9f2212006,11:40:03] [INFO] test00] Installation AYIRA Antivir Windows Workstation (English MT): Starting inst
9f2212006,11:40:21] [WARNING] test001 Instalation AVIRA Antivir Windows Warkstation (English NT): Antivin
9f2212006,12:54:27] [INFO] test001 Copy files :o Antivir SMC Agent: Starting installation
9f2212006,12:54:27] [INFO] test001 Copy files :o Antivir SMC Agent: The installation was completed successfu
9f2212006,12:58:37] [INFO] test001 Antivir SMC Agent Command J execute: Setting configuration
Q2 ANNA, 1258 537] [WARNTMG] FestIM Ankivie SME Agent Command | eernibe: AnFViRE Serority Managems
9f222006,1<:37:01] [INFO] test001 Installation Antivie Windows Server (English): Starting installation
9/22/2006,12:37:14] [WARNING] test001 Instalation Antivir Windows Server (Engish): Antivir® Security Man:
92212006, 1<:37:58] [INFO] test001 Antivir SMC Agent Command | execute; Setting configuration
9f22]2006,1<:37:58] [WARNING] test001 Antivic SMC Agent Command [ execute: Ankivir® Security Managem:

1| | »

4

» BriOepure puiabTp
> Log-(aiin OyaeT oTGUILTPOBaH U OTOOPA3HUTCS B OKHE
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6.8.2 CHpoc crtaTyca owmnbku
Mpw BO3HMKHOBEHMN ownbkn B Avira SMC cooTBeTcTBYHOWME pasaenbl Security
Environment oTme4valoTcsl KpacHbIM 3Ha4YKoM Stop B AepeBe KOHCOIW.

€3 3HauoK oLWMGKY PSKOM C y3nom MK unu rpynnel.

Bbibepute Bua coobuueHne o6 owmnbke Error messages ansa rpynnsl unu MK B oOKpy>xeHumn
6esonacHocTn Security Environment.

IIposepka Log-daiina Cuauana npoBepbTe log-aiin y3ma, Kak OMMcaHo BHIIIIE,
JUISL OTIPENICJICHUS M yCTPAHEHUs OLIHOKU

Yaajgenue omInoKu Jlnst mpeoTBpalieHus yaajaeHus: COoOIeHus1 00 ommoKe:

KJIMKHHUTE TIPaBOi KHOMKON Ha omuoOKy U Beioepute Delete.
» IloareBepaute Yes.
> CooOuieHue 00 ommoOKe ynaneHo
Copoc craTyca omudKu Ecnu Bel pemunm npo6iieMy:cOpochTe CTaTyC OMUOKH:
» Knuknute npaBoii kiaBuinei u Beioepute Reset error state.
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7 ObHoBNeHWe npoaykTos Avira
Avira SMC npegnaraeTt HeECKOSbKO nyTen 06HOBNEHUS NPoayKToB Avira:

Bbl MOXxeTe 0BHOBNATL Kak NporpaMMHbI€ NakeTbl, TakK U y)Ke YCTaHOBMEHHbIE NPOAYKTbl Avira
aBToMaTmn4decku, ucnonb3ys Internet Update Manager, koTopbi nHterpmposaH B Avira SMC n
ABSETCH YacTbio NporpamMmmel yctaHoBkn SMC (setup).

-Nnn-

Ecnu Bbl oTkntoumnmn astomatuyeckui pexum Automatic mode B yane Server Configuration,
Ha 3aknagke Update settings:

e Bbl MmOoxeTe 06HOBUTL NporpammMHble nakeTbl software packs B Software Repository
yepes MHTepHET (NpY NOMOLLM KOMaHAbl UK 3ansiaHMpOBaHHOM 3a4aun).
e BrI MOxeTe 06HOBI/ITB OpOTrpaMMHBIC ITAKEThI, UCITOJIb3YSA YIAJICHHBIC KOMAaH/Ibl OGHOBJIGHI/ISI,
KOTOPBIC TOXKE MOT'YT 6I)ITB 3aIlJIaHUPOBAHBI.
! B 3asucumocmu om nacmpoex 3adauu 0ono8neHus Kaxcooz2o npooykma AntiVir, Bvl mosceme
o6nossiMb npooykmul AntiVir, ycmanosnennvie na IK 6 okpyscenuu 6ezonacnocmu Security
Environment uepez Humepnem unu noxanonyio cemo. Imu 06H08IeHUSA 8bINOIHAIOMCSL Kaxcovim TTK
OI’I’laejleO. HpOZpClMMHble nakemusvl madKum 06]76130]1/1 06H06ﬂ}ln’Zb HEJIb3A.

» [loxanyiicta, IpoYHTaNTE M CISAYHTE MPOIeypaM OOHOBJICHHS, OITMCAHHBIM B HHCTPYKITHSX K
npoayktam AntiVir, mepen BeinoiiHeHHEeM oOHOBIeHUH yepe3 AntiVir SMC.

[Ipu 0OHOBIEHNM TPOTPAMMHBIX MTAKETOB, MPOAYKTHI AntiVir, yCTaHOBJICHHBIE B OKPY>KEHUH
6e3onacHocTH Security Environment He 00HOBIISIIOTCS.

7.1 cnonb3oBaHue Internet Update Manager

Cnyx6a Internet Update Manager asnsietcs yactbto SMC Server n BbINOfHAET YyHKLUNIO
obHoBneHunsa npoayktoB ANTIVIR B cetu. Mogynb [UM nmeeT yxxe HacTpOMKM MO YMONYAHUIO U
He TpebyeT ganbHenwero BMelwarenscTea. Kpome Toro, AaHHbIM MOAYb NO3BONSET pasaaTb
0BGHOBNEHUSA NO BCEW CETU, HE NCMONb3YH NOAKMYEeHNe VIHTEpHET Ha KaXgoM KOMMbIoTepe.

Internet Update Manager ucnonb3syet cnegytouine gannbl 06HOBNEHWUIA:

* SMC Agent update files

* SMC Server update files

* SMC Frontend update files

* SMC Software Repository files (product packs)
* Product binaries of all Avira products
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&2 Avira Security Management Center

@ File F_!.ction Wiew  Window ﬂn?lp — " J
& = EE 2|

(] Avira Security Management Center Product name ] Last update
= E Awira Security Management Center Frontend f Avira Security Management Center Agent Mk available
+ @ Software Repasitory f;-.ﬂ.vira Security Management Center Fronkend 02-aug-07 11:13:59
+ 0 Security En?'irunment f{-.ﬂ.vira Security Management Center Server Mot awvailable
e g Ef::t”srk neighbiorhiond W Avira Antivie Warkstation (Windows 2000, ¥P, ... Mot available
: IS avira Antivie Workstation (UNX) Mok available

% Reports ) - i
i ¥ Configurations f_f‘:.ﬁ.wra Antivie Server (Windows, EM) 02-Aug-07 12:21:01

~M User Management:

=] Internet Update Manager
4 f Avira Security Management Center Agent
f fwira Security Management Center Frontend
f Avira 3ecurity Management Center Jerver
f Avira antivir Waorkstation {windows 2000, %P, Vista), EN
f fvvira Antivir Workstation (UMIX)
| f Avira Antivir Server (Windows, EN)

OcHoBHble onuun IUM (MeHI0 LWenyYkom NpaBon KHOMKOW MbILLN):

* Status: Bo3BpalLleHne HdopmaLnmn cTtaTyca BCcex NpoayKToB

* Update now: ncnonHeHne komaHa obHOBNEHMUS

» Schedule Updates: nnaHnpoBaHue nepnoanveckmx 3agad ooHoBneHms

» Cancel update: octaHoBKka npovecca 0OHOBMEHUS

* Freeze current files: 3agaun obHoBNeHus He ByayT BbINOMHEHbI ANS 3TUX OansoB.

Internet Update Manager coxpaHsieT B log-dhannbl cobbITUS 0GHOBREHWIA U OTNPaBnseT
9NEKTPOHHbIE NNCbMa C YBeAOMIEHNAMMN 06 owmnbKax errors, npeaynpexneHnax warnings
nnn yoadHbix obHoBneHusax successful updates.

[nsa obHoBneHns npoayktoB Avira yepes IUM:

KnunkHuTe npaBon kHorkon mMeiwm no Internet Update Manager vnu no KOHKpeTHOMY NPOaYKTY
n BolbepuTe Update now.

OkHo cTaTyca oToO6pasnT npouecc 0OHOBMAEHNS:
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B (=1E3

M Internet Update Manager Status

Skatus:

Avira Securiby Management Center Frontend (DE)

Starking dawnload of File

htkps il pro.antivie, defupddefdown), fcommon)libeay 32, dll.gz
ko

ihDocuments and Setkingsial Userstapplication Dakahmeyiral ey

Histary:

[0Z-Aug-07 11:
[02-Aug-07 11;
[02-Aug-07 11:
[0Z-Aug-07 11:
[02-Aug-07 11;
[02-Aug-07 11:
[0Z-Aug-07 11:
[02-Aug-07 11;
[0Z-Aug-07 11:
[02-Aug-07 11;
[02-Aug-07 11:
M7-Lun-n7 11

13:37] Starting update s
13:38] Mew files are available '

13:38] General files:
13:38] General files:
13:38] General files:
13:38] General files:
13:38] General files;
13:38] General files:
13:38] General files;

Skarting update

& new version is available
& new version is available
& new version is available
& new version is available
& new version is available
IIpdate finished

13:38] Mowing files...

13:38] Avira Security Management Center Ager P
13381 Frear: frvor menTd + 9 cade © 27 i

| Close
-Unn-

Ecnu Bbl xoTuTe 3annaHupoBaTth 3agady oOHOBNEHUSA Ans BCeX NPOAYKTOB, BKITIOYEHHbIX B
IUM:
KnukHuTe npason kHorkon mbiwu no Internet Update Manager nnun no KOHKpeTHOMY NPoayKTy
n Bblbepute 3annaHmpoBatb 06HoBNeHns Schedule Updates.
OtkpoeTcs OKHO co3/1aTh 3a1auy Create a task, roe Bbl cMoxeTe ycTaHOBUTbL MHTEpBan n Bpems
obHOBNEHUN:

X

Create a Task

Please supply the task name

Exercute task

" One time [

................

" Monthly

" Every hours

| Mexk = |

Cancel ‘

Bbl Takke MmoxeTe ncnonob3osatb IUM B TeCTOBOM pexnme (KOTOpbIN MOXHO aKTUBMPOBATL B
OKHe HacTpoek). B TecToBOM pexume HoBble (pansbl 3arpyatoTcs B cneynarnbHy TECTOBYHO
anpekToputo (Test files), B KOTOPON OHM NPOBEPSIOTCA HA COBMECTMMOCTb. Ecnu dannebl

npowwnun nposepky (Approved files), oHM MOryT ncnosibdoBaTbcs 0OCHOBHbIM HTTP cepBepom.
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G4 Avira Security Management Center

@ File  Ackion  Miew  \Window  Help

¢ B@EB @

C] Avira Security Managemenk Center
= ﬁ Avira Security Management Center Frontend
[+ @ Software Repositary
S |;E.'l3 Security Environment
B Metwork neighborhood
@ Events
™, Reports

] E Configurations

: A ser Management
=l @' Internet Update Managar

_ Approved files
=l Tesk files

; H'\ Bevira Ankivie Workskation (windows 2000, ©P, Yiska), EM
: \f\ Avira Security Management Center Agent

: \f\ Avira Security Management Center Frontend

: \f\ Avira Security Management Center Server

' \f\ Bevira Ankivie Server (Windows, EM)

[MapameTpbl kOMaHgHOW CTpoku TUM:

IUM.exe
IUM.exe

IUM.exe
IUM.exe

1UM.exe
IUM.exe
1UM.exe
1UM.exe
IUM.exe

—uninstall  Yganset cnyx6y I[UM n3 SMC

-u
—install Peructpupyet cnyxo6y IUM B SMC

-1i

—start 3anyckaeT (3aperMcTpupoBaHHYH0) CryX0y
—stop OcTtaHaBnuBaeT (3aperMcTpupoBaHHyHo) Cnyxoy
—restart lMepesanyckaeT (3aperMcTpmpoBaHHY0) CyX0y
—run 3anyckaet cnyx6y 13 KoHconu

—checkstatus BosBpallaet nigopmaumio o Tekywem cratyce IlUM
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7.2 ObHoBneHne naketoB B Software Repository

Llns ebinoniHeHUs1 KomaHO u 3aday 0bHoeneHus1 bes ucrnonb3osaHusi Internet Update
Manager Bam Heobxodumo omkriroqume agmomamuyeckul pexxum Automatic mode B okHe
HacTpoek cepsepa Server Configuration window.

PyuHoe 00HOB/IEHHEe POrPAMMHBIX NAKETOB
» Kimkuaurte npaBoii kHonkoit Software Repository u Beioepute Update Software Repository/
Execute
- NJIN -
Knukaute npaBoil KHOIIKOM Ha OTAEIBHBIN MporpaMMHbIi nakeT B Software Repository u Beibepure
Update/Execute.
> AntiVir SMC coenunutcs yepe3 MatepHer ¢ cepsepom Avira GmbH server, 3arpy3ut
JIOCTYTTHBIE OOHOBJICHUS U COXPAHUT UX B y3ie Software Repository

IInanupoBaHue pery/IsspHOro 0OHOBJICHHUS] IPOTPAMMHBIX IAKETOB

B SMC Server MOKHO TakXe 3allJIaHUPOBATh 3aJ]a4H PETYJIIPHOTO OOHOBJIEHUS MMPOTPAMMHBIX ITAKETOB.
UYepes yzen Software packs Mo>xHO OOHOBHUTB BCe POrpaMMHbIE ITAKETHI WM BEIOPATh OTACIbHBIE
MPOrpPaMMHBIE MTaKETHI.
» Knukuute npaBoii kHonkoi Ha Software Repository u Beioepure Update Software
Repository/ Schedule
- 1IN —
KnukauTE mpaBoil KHOMKOM Ha OTAEIBHBIN MporpaMMHbIi nlakeT u Beioepute Update/Schedule.
> Ortkpoercs okHO Create a task
» Baenute HazBaHuWE 3a/1a4H, BRIOCPUTE YaCTOTY BBIIIOJHEHUS U HAXMHUTE Jajee/Next.
= Crenyromye 1Ba OKHa 3alpOCAT ATy H BpeMs
» BriOepute naty u BpeMs u Haxxkmute Finish/3aBepmmTs.
> 3amava coxpaHeHa
Bb1 MOXxeTe pegakTHpoBaTh 33a4uy B JII000€ BpeMs, UCIIONIb3YsI MEHIO NPaBOM KJIaBUILIU

7.3 ObHoBneHne npoayktos AVIRA
Bb1 MoxeTe 3amaHpoOBaTh 3a7a4u OOHOBIIEHUS MPOAYKTOB AntiVir, ycraHoBineHHbIX Ha [1IK B
OKpy>keHHnH 0e3ornacHoctu Security Environment.

‘ v [TK/rpymrisl [oMKHBI OBITH HHTETPUPOBAHBI B OKPYKEHHE 0€30MacHOCTH Security
Environment, ukoHka craryca JoJIKHA TOKa3bIBATh 3€JI€HbI MOHUTOP C 3€JICHON CTPEJIKOM.

» Knukuute npaBoii kHonkoi Ha rpyniy win [1K u Beioeprure Commands/[AntiVir product]/

Update.
= IIpoxykt AntiVir 3amyckaer npouecc OOHOBJICHHS U YCTaHABIUBAET MPOrPaMMHBIE (paiiIbl
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8 PeweHune npobnem

0 Y6edumecb, ymo ece komnoHeHmMbI SMC u npodykmoe Avira 06HO8/1eHbI, 3MO
rnoseosium obecriedums HalEXHYH U 3chghekmusHyto pabomy oKkpyxeHuUsi besonacHocmu
Security Environment.

8.1 Heobxogmmble ycnosus ona ceasn mexagy SMC Agent u SMC

Server

B firewall gomkHbl ObITb OTKPLITHI crieaytowme noptol (TCP): 7000, 7001, 7010, 7020, 7021,
7030. JomkHbl 6bITb paspelweHbl 3anpockl ICMP u ping.

"ocTeBas y4éTHasa 3anucb A0MKHA ObITb OTKMOYEHA

MpocTon obLwmin 4OCTyN JOMKEH ObITb OTKITHOYEH

SMC Server gomxeH UMeTb AOCTYN K KnueHTckoMy obuiemy ancky C$ (\\<client’s IP
address>\c$\).

[na obnerdyeHna ycraHoskn SMC Agent no cetn Bam Heob6xogMmo ncnonb3oBaTtb
aAMWUHNCTPATUBHYIO YYETHYIO 3anuchk, obwyo ansa secex K.

8.2 PesepBHble konun SMC Server Files

[ns cospaHus pesepsHoun konun ans SMC Server, KNMUKHUTE NPaBOW KHOMKOW MbILIW Y3en
Avira SMC Frontend n Bbibepute Backup server files.

OkHO IMPpOBOAHUKA Windows Ho3BOJIHAT BBI6paTL UM U MCCTO COXPAHCHUA pe3epBH017I KOITMHU B BUJIC
.zip file.

Mo 3aBepLUeHMM NpoLecca pe3epBHOIO KOMMPOBaHNA OTKPOeTCA coobLieHne onucbiBaroLLee
NpoLecc UCMNONb30BaHUSA Pe3epPBHON KOMUK:

Al relevant server files were backed up,

To restore these files, please stop all SMC services

[all services starting with 'Awvira Security Management Center'),

then extract all files from the backup archive overwriting existing Files,
Then, please restart all services,

8.3 Owwnbka MMC npu yctaHoBke SMC Agent

IIpuyuna

AxrtuBupoBaHa omnuus Mcnoap3oBaTh MpocToii 001uii 1ocTyn K (ailiiamMm B MEHIO IaHEIb
yIpaBJIeHUs/CBOWCTBA MAINKK/BU]I, IOMOJHUTEIbHbIE TAPAMETPHI

Orta onuusa ycranasinusaeT ¢uiar Force Guest 3Hauenue=1. [Ipu 3ToM 0TCYTCTBYIOT IIpaBa
aaMuuuctparopa 1 SMC Agent He MOKET ObITh YCTaHOBJIEH.

Pemenue

JleakTuBUpYHTE NTaHHYIO ONLIUIO
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8.4 \peHTudumkaumoHHble HOMepa NporpaMMHbIxX naketos Software

Pack IDs

Ecnu Frontend otobpaxaeTt coobuieHne "Missing software package with ID...", 3To o3HavaeT

410 SMC 06Hapyxun npogyKt Avira Ha knneHTckoMm [MK, KoTopbIn He MHTerpmpoBaH B Software

Repository nnu nmeet yctapeBLUyo BEPCUIO.

MO nmeet cnepyrowume ID:

3 SMC Agent

30 AntiVir Windows Server German

31 AntiVir Windows Server English

51 UNIX Server

71 UNIX Workstation

91 UNIX MailGate

111 UNIX WebGate

121 UNIX Updater for SMC

200 AntiVir Windows Workstation German
201 AntiVir Windows Workstation English
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9 MpoaykThl, nogaepxmsaemole AntiVir SMC
9.1 MNoppepxmBaemble npoaykTel AntiVir

AntiVir Security Management Center B JaHHBIi MOMEHT MOAJIEP>KUBAET CIETYIOMINE TPOIYKTHI
AntiVir, koTopbie IpUOOPETAIOTCS OTACIBHO. /I JONOTHUTENBHOM HH(POPMAIIMH TTOCETUTE CANT:
http://www.avira.com.

* Avira SmallBusiness Suite

* AntiVir Windows Workstation

— AntiVir Guard (On-Access Scanner)

— AntiVir MailGuard

AntiVir Windows Server 2000/2003

AntiVir UNIX Server (Linux)

AntiVir UNIX Workstation (Linux)

AntiVir UNIX MailGate (Linux)

AntiVir UNIX WebGate (Linux)

10 CepBuc
10.1 MNopaoepxka

CepBuc WWW.avirus.ru
HOICPKKH

dopym

http://forum.avirus.ru
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